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Customer Challenges

: Operational
Hybrid Work Advanced Threats Complexity

« Disjointed products and
siloed data
« Skills shortage

* Increased attack surface
Endpoint posture

 Advanced threat actors
 Faster breakouts
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Problem with Endpoint Agent Sprawl|

Drives Complexity, Cost and Gaps in Security
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15+ Years of Innovations — Unified Agent to Simplify Operations
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FortiClient Unified Agent Evolution

Continuous Innovation, Wide adoption with over 20M endpoints deployed

Evolution of Secure Access

Integrated Endpoint Security

FortiClient VPN

Universal ZTNA

Endpoint Management _ _
(with IT Hygiene)

(SaaS / On-prem)

—e_.

* Traditional VPN
* Free FortiClient

» Centralized Endpoint » Continuous Posture

Management Validation
» Endpoint Telemetry » Vulnerability Scanning
and Visibility and Patching Policy

» Web Filtering

Endpoint
Protection (EPP)

Endpoint Detection
and Response (EDR)

* Al Powered Anti-Virus Behavior-based

 Application firewall Protection
+ Ransomware protection * Extended automated
responses

* Threat hunting
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FortiClient: The Industry’s Only Unified Endpoint Agent

Condense multiple agents into a single solution

20M+ Endpoints Deployed
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(IPSec/SSL) ‘ﬁ‘ ‘ @ \ =PP

OO = A FortIC“ent T
Vulnerabili o) @
ty {8) !«% EDR (NEW)
Scan
\\ ,/’
\\\ ,,/
~~~~~~~~ ~—€h .-
E' Sandbox
Detection
] © Fortinet Inc. All Rights Reserved. 7



Centralized Endpoint Management
FortiClient Endpoint Management Server (EMS)

FortiClient EMS

' ‘ SOz ~
2
V] :
- OS W
L] |
Real-time Endpoint Endpoint Security Cloud or on-prem
Visibility and Threats Management VM options
\ J
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FortiClient Use Cases

Endpoint Hygiene

Secure Access

e

Endpoint Protection
(EPP)

© Fortinet Inc. All Rights Reserved.

9



Endpoint Visibility and Control



ldentify ——

Audit ——

Control —

Endpoint Visibility and Control

Device OS, ldentity
Logged in User, AD

Vulnerability Scan

Real-time Posture

Web Filtering

Use Cases

(=N
ZTNA Continuous
Posture Validation

IT Hygiene

Vo

Compliance
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Endpoint Visibility and

[ ] Endpoints

Scan ¥

# Patch » ¥ Action v

3 Test Lab Windows LI

Antivirus Events

ansomware Events

Control

1 Policy | Default

USB Monitor Events Sandbox Events Vulnerability Events PUA Events

Search All Fields

System Events

= Filters v &

a

T AdeleVance Connection
avance@acme.com Managed by EMS (G)
555-555-5555
@, O Test Lab Windows Configuration
Device DESKTOP-ISO9R09 » Policy Default =~
v
os B Microsoft Windows 10 Professional Edit.. =EE 2 InEE
™ 10.0.215 FortiClient Version 7.41.1736
MAC 08-00-27-cb-f7-48 ForthI!ent Serial Number FCT8003913784163
Public IP 17217249164 FortiClient ID SABOF7961EE14E65BB37AFCO95ABB...
s ZTNA Serial Number BAS03235650216438C1F759B84189...
Status Online
Location On-Fabric ~ Classification Tags
Owner Adele Vance &
Organization Acme Corporation & -
Gi T
roup Tag + Add
Security Posture % all_registered_clients
Tags % Windows_10 Forensic Analysis
¥ AV Enabled Request Analysis
Network Status £ Ethernet ~ -]

Hardware Details

Model VirtualBox

Vendor  innotek GmbH

CPU 11th Gen Intel(R) Core(TM) i7-11...
RAM 4095 MB

S/N 0

HDD 100 GB

Sta
Managed ~

tus

Features

a,
=

@

5 m P D

Thi

=

Antivirus enabled ~

Real-Time Protection enabled

Anti-Ransomware enabled =

Cloud Based Malware Outbreak Detection installed

. Sandbox installed
» Sandbox Cloud enabled

Web Filter installed
Video Filter installed

| Endpoint Detection & Response not installed

Application Firewall installed ~
Remote Access enabled
Vulnerability Scan enabled ~
SSOMA installed

User Verification supported
ZTNA enabled

Privileged Access Agent installed

rd Party Features
Virus & Threat Protection  None
Disk Encryption None

Load previous 50 | Skip to : Go

-

Load next 50

Device Information

0OS, IP, MAC

FortiClient Status

Logged-in User

Posture Tags

Online / Offline

Security Features Enabled

Endpoint events and logs
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Secure Access

Universal ZTNA, VPN




Zero-Trust Access

« Key Benefits

» Improve security posture
 Reduce attack surface

 Universal ZTNA

Access from on-prem and cloud

Verify user, device identity

Continuous posture assessment

* Integrated Endpoint Security

* Vulnerability Scan

Web Filtering & SaaS Control

Any Location

\_ EMS /

Endpoint Management
Server

FortiClient Agent

'\
@

Agentless / BYOD

ZTNA Application Gateway @

-
(Access Proxy - Enforcement) *

Data Center

Any Application |

Verified user identity, device identity

and continuous posture checks
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Fortinet Universal ZTNA Solution

{11

Campus

é:

Branch

i

Remote

EMS

Endpoint Management

Server

FortiClient Agent

@

Agentless / BYOD

ZTNA Application Gateway

(Access Proxy - Enforcement)

Verified user identity, device identity

and continuous posture checks

(=)

alesforce
= %q
L J

SaaS Apps

Data Center

Any Application
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Fortinet Universal ZTNA Solution

1[I
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Campus
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ZTNA Application Gateway

Identity

FortiGate

Branch

Remote

=
@
&u%é

Wherever the user is
\_

»

)

a

ZTNA App
Gateway
(Cloud)

)

a

FortiWeb,
FortiADC,
FortiGate,

FortiPAM

alesforce
> @ ¢ -
<«

SaaS Apps

Data Center

Wherever the
application is
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Universal ZTNA Use Case: Remote Employee Access

Private application and SaaS

1

Validate
Device

FortiClient

Verify
User

&>
~gl

@

Device
Posture

Application
Access Only

\

Encrypted
Access

\ S
\\ S D\
\ ~
8 .
\
\\ > g
\

<
SaaS Apps o
ZTNA App Gateway Application
(Cloud)
a
ws A
ZTNA App Gateway Application
(Cloud)
O
] () Bilig
)
WAF, ADC, NGFW, PAM Data Center Application
Benefits

» Low-latency for best user experience
» Continuous Verification

» Leverages Existing Infrastructure

» Traffic Security Inspection
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Universal ZTNA Use Case: On-Prem Employee Access
On-prem data center/on-prem application and SaaS

e EEIR

|
:
Application Data Center : .
y 1
l |
I
wmmneenee ;s o 3N
A 3
> k ) > SaaS Apps Application
NGFW

FortiClient
Benefits
1 2 » Low-latency for best user experience
* Local Enforcement avoid cloud hairpinning
Validate Verify Device Application Encrypted » Leverages Existing Infrastructure
Device User Posture Access Only Access « Full ZTNA controls

» Continuous Verification
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Fortinet ZTNA

What'’s it made of? Existing Fortinet security fabric products that many customers already have

FortiOS

FortiOS performs access checks

maintains user group/application

access table, proxies application
(FOS 7.0+)

Core Elements

ZTNA Application Gateway

ZTNA Agent and Policy Orchestration

FortiClient/Central Management

, FortiClient Central Management

configures the ZTNA agent;
FortiClient for ZTNA agent
(FortiClient 7.0+)

Optional

Identity Solution

* FortiAuthenticator

-384629 FortiToken

FortiTrust Identity

any 3 party ID providers
supported by the Security Fabric
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Secure VPN Connectivity with Endpoint Posture Validation

Feature

Basic VPN connection

Managed remote access profiles

Compliance using ZTNA tags:

« Allow or block VPN connections
based on ZTNA security posture

« Per-firewall policy security
posture checks using ZTNA tags

Free VPN-only Licensed FortiClient « Zero-trust posture checks
standalone FortiClient as part of IPSec VPN (IKE
Yes Ves v2) connection setup

No Yes « Only verified endpoints with

validated ZTNA posture

NO Yes -
tags can connect via VPN

« Continuous ZTNA endpoint
posture tag validation for
VPN using firewall policies

© Fortinet Inc. All Rights Reserved. 20



Flexible Transition from VPN to ZTNA (Firewall Policy)

Define Firewall Policies based on Zero-Trust Posture Tags

> @~ 01~ ©admin~

@ Dashboard Edit Policy x
< Network e .
Select Entries x Statistics (since last reset)
& Policy & Objects .
Firewall Policy Name © ZTNA-Access | Qbearch © 7 ¢ SpeCIfy one or
: . B ZTNATAG (9) Last used 13 minute(s)
- Type Standard Ayl ast use minute(s) ago
IPv4 Do Policy E et o more Zero-trust
. Incoming Interface WAN (port3) x . First used 2 hour(s) ago
Proxy Policy € P + m all_registered_clients (€)ag posture tags
Authentication Rules Source = al % IEETEI Critical-Vulnerability Active sessions 1
- T Group-Domain-Users Hi 776
Addresses & ztna-saml-users ® it count
N EMS1-MAC (3)
ZTNA - m all_registered_clients jJotalbiies BALEME
Internet Service Database ZTNATag e Groui—Domaln—Users x BT Critical-Vulnerability Current bandwidth =~ 0 bps N S t
Services — T TN x EEXT Group-Domain-Users uppor S
erver o ~webserver , i -
IP(3) i Clear Counters
Schedules
+ [T EMS_ALL_UNKNOWN_CLIEN com pFEhenS|Ve
Virtual IPs Schedule [o always hd i i i
El Y TR EMS_ALL_UNMANAGEABLE o B Secu“ty |nspect|on
IP Pools Action VAV Ysedal @ DENY TN FCTEMS_ALL_FORTICLOUD_§ -#°t/ Davs Bytes .
- 20Me for VPN traffic
Protocol Options I SPU . Software
Traffic Shaping Firewall/Network Options 15 MB
& Security Profiles . Protocol Options default M 4 10MB
VPN
P 5MB
User & Authentication EEEVALE Tl
oB

= WiFi Controller . AntiVirus »

H . Jul02  Jul03  Jul04  Jul05  Jul06  Jul07  Jul08  Jul0%
System Web Filter >

¥ Security Fabric Video Filter »

Log & Report DNSFilter > Additional Information
- ——
Application Control (B
1PS o Close & API Preview
S
= == % References
l

amn . )
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Flexible Transition from VPN to ZTNA (Proxy Policy)

Define Proxy ZTNA Policies based on Zero-Trust Tags

@ Dashboard Edit Proxy Policy
b Network Name €@ ZTNA-SaaS-Access Select Entries x
B Policy & Objects Type Explicit Web | TransparentWeb | FTP |Q|
Firewall Policy Incoming Interface ~ ® WAN (port3) x B ZTNATAG (9)
IPv4 DoS Policy * EMS1-1P(3)
Proxy Policy Source =l * T all_registered clients .
R —— - IESTE Critical-Vulnerability « Specify one or
ZTNA Tag B Group-Domain-Users % BT Group-Domain-Users Z t t
Addresses _ + EMS1-MAC (3) more ero-trus
ZTNA Destination = Webserver1 x i i
. ExXa aIITr‘eg|stered_cI|rj~r‘\ts postu re tags
Internet Service Database BEEZET Critical-Vulnerability
Services ZTNA Server L) ZTNA-SaaS-Access-Proxy X IS Group-Domain-Users
+ IP(3)
Schedules Schedule 8 always = EMS_ALL_UNKNOWN_CLIEN
Virtual IPs Action e 5 ey EMS_ALL_UNMANAGEABLE 3 Supports
P Pools FCTEMS_ALL_FORTICLOUD .
Protocol Options COm pre henS|Ve
Traffic Shaping Security Profiles I Securlty Inspectlon
Security Profiles AntiVirus © | I cefauit - s for ZTNA traffic
Lo Web Filter © EZN default v 4
Al s e L Application Control © I default v &
= WIiFi Controller PS © default - &
System File Filter © T default v &
Security Fabric DLP Profile © [EEXM compliance-Credit-Cards » 4
Log & Report .
Al S5L Inspection custom-deep-inspection ¥ 4
—DerrypretTratfivirror=——y
Close
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Fortinet ZTNA Advantages

Convergence of capabilities, complete coverage, and cost

Universal ZTNA

Unified Agent

Lower TCO

« Complete location coverage based
on FortiOS (on-prem and cloud)

 Full traffic inspection

* Near real-time posture verification
\_ AN

» Easy to transition from VPN to ZTNA

« Shift to ZTNA at customer’s pace

« Unified agent with endpoint security

J

.

« Existing FortiClient VPN and
FortiGate customers get ZTNA
without additional license

« Simply a feature in FOS &
FortiClient to turn on!

© Fortinet Inc. All Rights Reserved.
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Endpoint Protection (EPP)



FortiClient EPP/ATP

« Key Benefits

« Malware and Exploit Prevention
« Ransomware Protection

 Key Features
* Al-powered Anti-Virus
« Application Firewall
« Anti-exploit and Anti-ransomware
« Sandbox detection
* Removable media control

/ Antivirus

Application Sandbox
Firewall Detection
Web Filtering Vulnerability
Scan
& )
=

Z/
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Detect and Block Malware and Advanced Threats

Anti-Virus and Malware Protection

AV engine scans system files, executable files, root kits, drivers, removable media for malware
Anti-malware engine uses Content Pattern Recognition Language (CPRL)

Big data analysis, machine learning and Al in the Cloud

Quarantine files that pose threat to endpoint

Anti-ransomware and Anti-exploit

» Anti-ransomware protects files and folders from unauthorized changes
* Restores files that the detected ransomware encrypted
» Anti-exploit protects endpoints from exploits that use zero-day or unpatched vulnerabilities

Sandbox Integration

» Detect advanced or custom malware
» Automatic file submission to Sandbox for analysis
» Threat intelligence sharing across enterprise

- - © Fortinet Inc. All Rights Reserved. 26



FortiClient Customer Wins



FortiClient Customer Use Cases

Government Organization Hotel Chain Construction Engineering

Use case: Secure remote user
access

140,000 endpoint devices (tablets)
Secure access from tablets with MFA

Needed a remote access solution
with centralized management and

easy to use /

\_

Use case: Endpoint Hygiene and
Control

10,000 endpoints, 13K employees
Endpoint posture & hygiene
Centralized visibility and compliance

Previously had issues with endpoint
scans and PCI compliance

Use case: Universal ZTNA for on-
prem and remote access

13,000 endpoints
Hybrid application environment
Local policy enforcement

Had latency issues with previous
cloud only ZTNA vendor solution ~_/

© Fortinet Inc. All Rights Reserved.
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FortiClient Customer - Barnes Group

Aerospace manufacturer in US

Pains Competition

« Need for ZT strategy organization Symantec
wide for increased security

» Lack of control for business critical

applications
Business outcomes Products
- Moved from free FortiClient to managed ~ FortiClient
FortiClient was easy transition FortiGate

» Transition from VPN to ZTNA is simple
compared to alternatives

» Better security outcomes by providing
granular application access

» Utilize existing FortiGate deployment

Manufacturing, US Use case
https://www.onebarnes.com/ Secure remote access

AMER 1100 41 2.9K

Locations ZTNA users
patents deal size

© Fortinet Inc. All Rights Reserved.
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FortiClient Customer Journey - Barnes Group

FortiGate
Free FortiClient
VPN (no EMS

« Securing over 100+ Locations
« 150+ Firewalls with FortiGuard
* FortiManager
* FortiAnalyzer

n °
Managed

FortiClient
VPN / EMS

ZTNA
Secure SD-WA

VPN with remote endpoint config
without bringing on-prem

Remote endpoint posture visibility
Web filtering off-net internet
access to secure endpoints

ZTNA roll out for key applications (File
server, ERP) to replace VPN
Endpoint posture validation based on
ZTNA tags (Patch status, Bit locker)
Cost savings and simplified
management with SD-WAN

© Fortinet Inc. All Rights Reserved.
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FortiClient Services

Best Practices (BPS), Managed Services, Forensics Services



FortiClient Best Practices Service

Sharing Our Experience so Customers Get to Success Faster

* Phone-based advice on how to best configure
FortiClient and FortiClient EMS

» Account-based, annual subscription

» Fortinet experts learn about the customers
requirements and provide tailored recommendations

« Sample code
e Links to tools
« Recommended technical documentation

» Sample configurations

« Does not include logging into or configuring customer
systems
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FortiClient Managed Service
Offloading the Monitoring and Analysis of Endpoint

» Fortinet professionals actively assisting with
deployment, configuration, management, and
analysis of FortiClient deployments

.-..—-——: Dearapten gt -;-,M,n.-m.ml.a

P e i b2 20 BBI. D) pceiih ovisbinbod
—: *}’:.w-“*”

» Cloud-provisioning of:
« ZTNA and/or VPN
* Endpoint Security
* Vulnerability management

* Posture Check tools

« Endpoint onboarding (putting FortiClient onto
customer devices)

* Vulnerability monitoring & reporting
(with recommendations)

* Requires FortiClient Cloud

© Fortinet Inc. All Rights Reserved. S8



FortiClient Forensic Service

Post-event review, analysis and reporting

* Helps customers respond and recover from
Incidents

» Fortinet professionals will collect info, analyze,
and report

» Accelerates response time to an event

« Offloads customer teams
» For FortiClient Cloud & on-prem

« Annual subscription (not per-incident)

* No restriction on number of incidents

34



FortiClient Delivers Visibility, Secure Access and Endpoint Protection

Endpoint Visibility and
Control

Endpoint Telemetry
Vulnerability Scanning

Web Filtering
Patching Policy

Secure Access

 Universal ZTNA
« VPN
» Single sign on (SSO)

Endpoint Protection
(EPP)

Al-powered Anti-Virus
Anti-exploit
Ransomware Protection
Automated quarantine

© Fortinet Inc. All Rights Reserved.
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