s (P FullProxy

F:=RTINET

Who Manages Fortinet Solutions
better than FortiManager



Agenda

o ‘E’fﬁ'_-UE o USE CASES

isibility, Efficiency, Security, j .
Responsiveness i?ravsvt?ul\::’t:gbnd OFFERINGS
Workflow automation Hardware, VM,

Cloud-delivered

NEEDS
CAPABILITIES
Challenges of - )
deploy, health check, Scalability, security and networking
Al, and automation convergence, Automation

I © Fortinet Inc. All Rights Reserved.
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Why
Centralized

Management

@4 E

b

Save Money and Resource

*Single-pane

@

Save Time

V' Complete Visibility
V' Operational Efficiency
V' Policy Consistency
V' At Scale

Improve Security

© Fortinet Inc. All Rights Reserved.



Customer Challenges — Too Many Devices, Too Many Tools

3.5M

D b’
Expansion

“The number of data center
and edge sites will increase to
3.5 million by 2024.”

Q Incomplete visibility

76%

Hybrid

"76% of organizations are using
two or more clouds for integration
of multiple services, scalability or
business continuity reasons.”

Q Inconsistent policy

99%

©)
&

Complexity

Through 2025, policy
misconfigurations will remain
the cause of 99% of firewall
breaches and bypasses.

Q Inefficient operation

© Fortinet Inc. All Rights Reserved.
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How Fortinet Addresses the Challenges

Unified Management

DC Perimeter Hyperscale/5G — Virtual Machine AWS
Firewall Firewall Firewall Firewall
o 2, @

Single OS
©
Core DC Azure
Segmentation FortiOS Firewall
Firewall
Distributed Firewall OT Firewall e GCP Firewall Private CloudFirewall
On-premises Data Center, Campus, FortiGuard _ _
and Branch FortiGates Cloud and Cloud Native FortiGates

Threat Protection

“By 2026, more than 60% of organizations will have more than one type of firewall deployment”
*Gartner Network Firewall MQ 2022

© Fortinet Inc. All Rights Reserved.
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Fortinet’s Network Firewall Solution

SecOps FortiGuard

Al Machine Laarning

Trillions

of events

OS, Management & Analytics

g ® ® © H )

FortiOS FortiAnalyzer FortiAl FortiManager

Data Center VM / Cloud / FWaaS

FortiGate
40-90 Series

FortiGate
100-900 Series

FortiGate Ny .
1000-7000 Series . -
FortiGate VM FortiCNF FGaaS

Secure LAN Edge IIE“] (':':':':') :><: @

FartiExtender FortiAP FortiSwitch FortiNAC

I © Fortinet Inc. All Rights Reserved. 7
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FortiManager Powers the Secure Networking Journey

One platform, one network, one security, one unified management, one journey

& Jv O

AlOps DEM FortiManager Security Operations Open Ecosystem

Unified Management

2 3 4 5
SD-WAN SD-Branch SASE ZTNA

(@
&~ 0
(®

Firewall

Control points Optimize application Secure your Secure remote Apply zero trust
across the experience premise users to all applications
infrastructure

Automation-Driven Management of Fortinet Security Fabric At Scale

. © Fortinet Inc. All Rights Reserved.



What does FortiManager do?

Ilife

Oo

Streamline Ongoing
w orkflow s Monitoring
Mass provisioning and security Real-Time visibility and
policy management analytics of the entire network

Q Single-Pane Visibility Q Network Security

Automation and
Orchestration

Network Orchestration via
ecosystem integrations

Q Operational Efficiency

© Fortinet Inc. All Rights Reserved.



Deploying FortiGate at Scale (1,000)

FortiGate Set-up Time

29 Days

Thousands

1 Days
2 /

1 5 10 15 20 25 50 100 200 500 1000

a3 FGT CONSOlE e Via FortiManager

] © Fortinet Inc. All Rights Reserved. 10



Streamline Workflows

Granular & secure administration
(RBAC & ADOM)

(»\ ' Config changes and backups m m

— o

=

FortiManager all

Template > (m)) (@)

@ ZTP Firewalls, SD-WAN, SD-

Branch and more
Real-time security updates, analytics @ @ 1@? Centrally Manage the entire network
and insights from integrated SoC

Unified Policy

I © Fortinet Inc. All Rights Reserved. 11



Ongoing Monitoring for Real-Time Insights

N

FortiManager

Audit Logging with customizable templates
NoC/SoC Reporting (performance, event and usage)

B Donbhrurd

= Device Minager

B Polcy & Object

VPN Manager

B AP Marage

B8 FortfSwiich Manager

B Exiender Manges

B Foriiview

W LoeView

I Fabeie View
Pivaial Toookony
Logiesl Topology

Fabyric Connecton
External Connecion:
Cloud Orchestration

P tecidends & Bverny

Il Peoorts

@ FortiGurd

B Masagerrent Externion,

@ Svitem Settiegs

Compliance Reports and Security Rating

Select 2 C3F: 2 Fabwic

Secwrity Posture

Rty (O Y ek B IESE PRI VLTRSS I it STl

= | Bunbow | Last Run: 4 howsh age

-499.60

BAISL (34 PHN) S 4 brurs g

Bl 7o onping & Momonng

Y tretociet Manapeemars

B i Security Hardening
Favmware b Subnacrignom.

G FortiGumd Dufbrask Defection

n Metwih Design & Poltes

Bl et & Vanerabty Managenent

' Thres! i Vainer abubty Munagement

& Oiptiization
Cprrionine yonar L Crgskryrmere,

© Fortinet Inc. All Rights Reserved.

-437.61

000 0000 ) e 4 s 3

n Firrerware & Subneriptions
n Metwork Design & Policies
Bl o Gotmaation



® Automation and Orchestration

S
C )
Network/security admin

Approved

Config -/ m m e HMW ~

E: J — . . 3
g: j: o .,.‘........' :
/ Y= Track historical

Developers Test and verify
(. Infrastructure readiness all
algosec -
@ .a' ’ Schedule :><: (( D [E]

Execute Firewalls, SD-WAN, SD-
Branch and more

o000

|
Elllﬂ

Continuous delivery of
changes and backups

© Fortinet Inc. All Rights Reserved. 13



FortiManager in Your Automation Journey

PLAN & DESIGN @
* Templates * FortiZTP

* In-depthAnalytics via FortiAnalyzer

* ADOMs * Software, Config and Policy Changes * Real-time Alert Generation
* Compliance Check * Event Response via Pre-DefinedWorkflows
* Security Update Distribution * Automation Stitches
* Scripting and External Connectors. * APIIntegration with 3rd Party Tools.

I © Fortinet Inc. All Rights Reserved. 14



FortiAl — Unleash the Potential of Fortinet Security Fabric

FortiAl delivers: FortiManager
v EAie B
FortiAl, Generative Al-powered assistance to v | dtt Sk "S gency FortiAnalyzer
improve operational efficiency and security
effectiveness of Fortinet security fabric, -m
safeguarded by multilayered data privacy and -
query accuracy.

P

—

FortiSOAR

v Security-first Al V Platform approach V Use case-focused V' Automation-driven

© Fortinet Inc. All Rights Reserved. 15



FortiAl on FortiManager

Transform Network Operation

» GenAl-assisted scripting
« CLI, Jinja and VPN Advisor
» Syntax validation and editing

*Save scripts and template for execution

ol device assistant
Drill-down on vulnerabilities

*Recommended actions
* Reporting

© Fortinet Inc. All Rights Reserved.
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SD-WAN Provisioning Made Easy with FortiAl

SD-WAN Overlay Template Validate

TOpOIOgy Topology, loopback, BGP, discovery,
authentication, certificate

SN £
TR —E
& = mEEE
Spokn 7 Spoks Spokn T Spoka % - — : 5
FEeEe—n BEeEmEe - — ' I
LAy LAN LAN Lan .
=] =]
|
|
|
l
VPN Template
Enter IP addresses, interface,
authentication, advanced options
] © Fortinet Inc. All Rights Reserved. 17
.






Set up and Change Firewall Policies

B rMc-Al = M PolicyPackage = (b Install Wizard = @ ADOM Revisions £ Tools = ADOM:Fabric Al >_ @~ ©Q acmin a1 -

@ Dashboard ' Edit Firewall Policy - 1 %
28 Device Manager » — ; ASK 'l{\h‘j D/- :
g 4 D 1 =
B Policy & Objects v Firewa Name @ Interned
P P ' e always x * Block Port 3 on all Branch switches
| " i . + . .
~ action % recert [EY SO « Allow Visitor VLAN to access Internet
e Standard AL} % between 8am-5pm
PR Dports . Block outbound traffic in HQ during weekend
+ o o o 9 o
Outpoing Intrface — , Block social media sites during office hours
+ [ ]
ROurce Sal x
+
Negate Source [ ] *
IP/MAC Based Access Control ) +
Logical And With Secondary Tags Specify i
Destination Bal x )
+
Megate Destination [s ]
F:ERTINET Preview Cancel

© Fortinet Inc. All Rights Reserved. 19






VPN Tunnel Troubleshooting

i Dashibesd SOWAN Moniter [IRGTNRRERIONN 1.1 isentity Center

|.DﬂioeMam|w- » | B Show Table O Show Down Tunneh Only £ il Dvices = | [ meloas

Devize & Groups ':"r BAROTA [¥e .h_l = 8 :
= e N g B
. Doy aleHl‘n ‘

L & b 1 I -] oo ;
% atvthraiin s e R apee Mitmihes

I

l‘ f!“' YORK

il
= L

(17T Sy s, . i i; 3
e ey
WERRASKA ”‘ "":
e Pl

ot marn o -~
L 3 1 k.. Perma\' WA ' ¥

United States

Fian e

HANSAS

e w o ‘uv

v =2 )
oy ] : T \ sau el
W FormiGussd * sssbench ' | o’ = C - I:llB_LII\'l"‘i‘lI ricie)
- s ¥ 3 & - -
@ Snzem Settings » Z - - g e ¥ - An i
V . — - GUDAGIA, \ g

1 E . f » 3 i
[ . L e da g i S, o

4

an
g
4 e
i
AP

|u| 11 M II'|'

ASK@:

*Can you help to check VPN tunnel health?
*Can you help to diagnose this VPN tunnel?

*Can you help me fix it?

*Yes, confirm fix.

© Fortinet Inc. All Rights Reserved.
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loT Assistant

i .} (!: readonly-fmg.fartidemo fortinet.com-14005/pfapp/#l adomdedaultjdvm/ mainimonitor finventary

amx)P ORODIO

B fortiew saamng |
1 Lanin L . i - rberens Fint
] Lo » O susaamss & or0n ye D S Exsender # Enberpetee Fird Floor =
B Fabrie Vi
P e & Do 5 I
O 10IBBILT
1 LAN-MARKETING 1 e i resrceee_Fa B
[t + L LA ETiNG & WW”U‘@-«-—#MM [ # Erterprine, oo
s
0O SuasmeasinneG & N, Laptog Larnids # Crawmprng Fina_Floor
0015 00 S
5
. 1010098 1F
b L - £ - rbarene i fk
O SussmaasennG & o008 - e et device Compte # Enborpeing Find_Floor
Dt @
m 01005510
1 SOG40 s i chret h_Efee 011
D OO0 040 o et U Mentibed devier # Beinch_Cthoe_ b
- 10300351
] o 2 i 0 on, 0
] o oD 00ty T Memtihed device # Beanch_Ciffos. 0
] 103005510
1 o " - i 3
W ODROOR04-08 xwvw:wwmm" # Branth Otboe 0
r 03005517
0 = ocororon ot WberS Tt v # Beanih Ofhoe 01
D00F0H00 0 o) wm?mca B Ofhae 0
O  esisovonmrogims SRR FartiSwiich OFF Vortfich 16N # Branch Oifes 01
O  wsicacvwheroosmes SR WortiSwiich OFF Nortmich 1080 # Beanch_Cittos 01

o &

ASK:. *» :

*Show me |oT devices in my network?
*Are any of loT devices vulnerable?
*Show me associated users to those highly

vulnerable devices?
*How can | fix the vulnerabilities?

*Please execute the recommended actions.

© Fortinet Inc. All Rights Reserved.
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|§| FMG-VM6&4-KVM

& Dashboard
& Device Manager

Device & Groups
Scripts

Provisioning Templates
Firmware Templates

Monitors

B Policy & Objects
=4 VPN Manager

i AP Manager

M FortiSwitch Manager
B Extender Manager
E Fortiview
M Log View
n Fabric View
Incidents & Events
E Reports
@ FortiGuard

£ System Settings

F:RATINET

m Add Device -
Search...
@ Managed FortiGate (5)
4 Br1
4 Br2
4 Cloud-Gateway
+ HUB1
4+ HUB2
Logging Devices (5)
B Managed FortiAnalyzer (1)
& FAZ
3 Branches (2)
& CloudGateway (1)
# Cloud-Gateway
& DataCenter (2)
+ HUB1
+ HUB2

3 Device Group + ¥, Install Wizard

Q

Device Mame

# Bri

p Cloud-Gateway

Connectivity

Config Status

v Auto-update

/ Auto-update

+" Auto-update

v AUlo-update

Host Name

Cloud-Gateway

ADOM:CopA i >_ @~

Device Con

Auto-Upd

IP Address

172,168

122.168

100.103

100,104

o

Platform

FortiGate

FortiGate

FortiGate

FortiGate

FortiGate-

VME4-..

o8~

Description




FortiAl Data Privacy

Your Query
Question Generated unmasked
If private data
D — 0@ '
@)
r 1 13
| |

Mask Data

I

proxy server

Additional Protection

O
oige —— & ——

FortiManager

Local Process

© Fortinet Inc. All Rights Reserved.
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Accuracy of the Responses
Guardrails to minimize Al errors

Knowledge Base

Defined Boundaries

Well defined boundaries on what can or
can’t be answered to avoid misleading or
arbitrary responses.

Retrieval Augmented

Generation (RAG)

Contextual awareness and adaptive
learning to improve the relevancy and
precision of the response

VY

Query with high relevancy
and precision

© Fortinet Inc. All Rights Reserved.
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Measuring ROI: All About Efficiency and Skill Gaps

Expanded Resource % + — % %

Expanded Coverage é -+ - ’,% r%
Expanded Expertise % {A‘:} % {A‘:} _|_ — % & % &

560/0 Faster in generating code 1 50/0 increase in issue resolution

- m © Fortinet Inc. All Rights Reserved. 27



FortiAl: Built Upon and Unleashes the Potential of Fortinet Security Fabric

Contextual threat
intelligence

Large, high-quality
data lake

Fortinet SoC

FortiAnalyzer
FortiSIEM, FortiSOAR
FortiSandbox

Fortinet
Security Fabric
Leader in Firewall,

Converged networking and security
FortiGuard Lab

Build upon
Fortinet platform

for comprehensive and

high-quality data sets,
incorporate threat
intelligence from

Fortinet SoC solutions.

\.

Integration

Ensure insights turn into

actions and responses,
automatically

© Fortinet Inc. All Rights Reserved.
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FortiAl — Unleash the Potentials of Fortinet Security Fabric

GenAl Powered Assistant

S

NOC

Simplify configuration & changes . Save time on complex tasks
Quick troubleshooting FortiAl Make optimal decisions
Automated enforcement Rapidly respond to threats
Improve operational efficiency Improve security effectiveness

- « ﬂg — @\

/ (
"~
FortiManager FortiAnalyzer FortiSIEM FortiSOAR

© Fortinet Inc. All Rights Reserved. 29



FortiManager Portfolio

Hybrid Mesh ] :

—
@, Frewan
C‘% Scalability - Best response time « Flexible and scalable « No hardware maintenance
v » Better control & reliability * Quick deployment + Always updated
* Access Anywhere
~ 200G (30) Perpetual or Subscription
— . 3/10K
Comprehensive 400G (150) (10/10K)
Capabilities 1000G (1K)
3100G (4K 8K)
3700G (10K 100K)
) Devices: Default/Max
Dedicated Local ( )
FortiGuard Server
* Large Enterprise * Cloud Environment + Distributed networks
« Air-gapped network due to * Hybrid Environment + Limited IT Resources
+ data-sensitivity * Test and Development * Preference for OpEx over
Extended Fabric Limited Cloud Connectivity CapEx
Ecosystem

=-- © Fortinet Inc. All Rights Reserved.
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Example of a BOM Build-out

Customer Deployment Scoping Bill of Materials
Form Factor VM on AWS
Components QTY

Buying Model Subscription, 3-year

- FC3-10-FMGVS-258-01-36 1

- VM Subscription

# of Devices/VDOMs to 1,500 _—  (incl. FortiCare Premium) FC2-10-EMGVS-258- 01-36 5
be managed
#of admin and admin  5q ADOM license FC-10-FMGVS-230-01-36 50
roles [

Service and Support Premium support — Grand Total
needs

Note: Use co-term when purchasing for adds-on for more devices/VDOMs, renew VM and support or upgrade to FortiCare Elite Support

I © Fortinet Inc. All Rights Reserved. 31



FortiManager Differentiators

100K+

FortiOS-based
devices under
management with
single pane of glass

Security +

Networking

FortiGate, FGT VM,
Cloud-native FW,
FortiSwitch, FortiAP,
FortiExtender

Timely and consistent

Security
Updates

Via FortiManager as a
local FortiGuard
Distribution Center in
air-gapped networks

FW and ZTNA, NAC,
SASE

Unified
Policy

500+

Integration with Fortinet
SecOps and 3rd party
ecosystem solutions for
operation automation
and orchestration

© Fortinet Inc. All Rights Reserved. 32



FORTIMANAGER DIFFERENTIATORS
Competitive 4

Strata Cloud Manager

Solution to manage Hybrid environment.
Manage hardware, VM, limited models,
not Global. Need Prisma Access, AlOps,
Prisma SD-WAN and Cortex Data Lake

license on top of SCM license

s Checkpoint Smart 1
Smart-1 Cloud

Limited capacity (<5000 devices), only
for firewalls, no template, no security

rating, no signature update in air-
01 02 03

wmbe Cisco Secure cdFMC

e | o Converged Scaled Integrated
Limited capacity (<1000 devices), limited

firewalls models. No Switches and APs

management, no ZTNA, no template, no Single OS, networking 100K+ devices under a FortiAnalyzer, FortiAlOps,
signature update in air-gapped network and security single pane of FortiGuard and
management For tiSOAR

© Fortinet Inc. All Rights Reserved. 33



A Powerhouse Solution with Comprehensive Features

* Broad
* Granularity

e Customization

- m 34



Single Pane for Visibility -

Forti M anager

Security Rating Score: -727.4
# Collapse All All Results (41) Enterprise_Ct

| E—— I
mp.'.r.w:‘l ol.’r.-; Medium @:-I:!:h a(urmi

Security Rating recommendations|

—e E[I]] =] ]] un = E ogging & Monito .
Enterprise Head-ofrlce Enterprise Sacond Flaor \ s I;T“CI.IS::Tl (Local Set the miknum TO po I ogy Of th e Fo rtl n et
‘_A striorie.Cor st o security fabric from a single

1
!
t cal weviee log sewings (FGYMO2TM2001 (D) available disk space

\_ ((.)) console

FortiaP 01 @ >

Enable a simple

passwonrd policy for
Admin Password system
Blanrh Oﬂlce o Palicy 4 Entenprise_Core administrators. By

F. (FGVMO2TM2001 default. the
FortiSwitch 02

1048)* password policy will
Branch Office 02
v D ord length of 8

enforoe 3 minimum

characters.

Admin Password
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Single Pane for Management =

Forti M anager

1T 3 ¥ 5
- il o B Managed FortiGate [10]

- i 3
Policy & Obijects # Demo-DCFW (1} ‘g;]\
VPN Manager H &

» \

= # FGVMO4TM23001897

@ AP Manager ? | 4 FortiAP_ISFW-E (2)

B8 FortiSwitch Manager ¥ 4 LANEdge-CampusFW (8)

a Extender Manager ¥ # NCFW FRI LANEdan-" FortiGate Cormarcting F
© Svstem Senn. ¥ - W DD B oMine  Img o s wé-Efract]

& 18 Online  Imp
& Griiny

amreEFTF21002181 G O FermhP HPW-Ejroot| 159.254.12

& NCFW_PREroot) 169.254.12

|

SAABENTF1000 605

» Management of LAN, WLAN, 5G and
SD-WAN with NGFW further simplify
operations

13 iftine
& Cmiing
& il
& iy

2 STIMENTFIB000G0Z MGG & LAMEdge- CampusFWjrood]

LAN-L O LAM[dge-Campun P rosd] 169,254,101

LAM-E Diat2 3 6 LANESge- CampuaPWirest] 18

LAN-E_Fir2

ooooao

LAN-E_Fled

LAN-E_Fle5 I Bccess Switches S54BDF 500000447 FertiSwitch-5480-FPOE

u]

FIOATINET
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Single Pane for Networking and Security Teams

Networking Team

Configures network
policies, routing, and

connectivity settings :><: (((O))) E

A

ETEFMG-VM64_sdwan

@ Dashboard

Device Manager ¥ uik
Policy & Objects
VPN Manager

AP Manager
FortiSwitch Manager
Switches/APs/Extenders ot ol
FortiView

Log View

Fabric View
Incidents & Events.
Reports
FortiGuard

@ System Settings e
-] I ] o

FortiManager

VoW oW W oW oW W oW oW ow W
| =8 F BEo:

caealEDBEENEZEB Y PEE

Y

‘ ‘ o

Security Team

Manages security policies,
threat prevention, and
access control.
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Dedicated Roles and Responsibilities

O S tner eyt B Wit s probie buve ra Syihee Protnpr matiod bt e red ertn w e for o Devs Priviap

Epus Networking Team
= B« e Tanbam R P P ——

[y » O Pestags v P Pk caie pouhie b it sy iy s S bl st s b b sy 1

& e PR = [ ST Y - s s i b ey o s e et

[re e e I P (g T G of (g

0 reweven + O e rviem A

1 sty & Bty O s e A _—~
-

B oo 3 [ e Syviem A g —

© Foa * | @) 50k [y e sty Tt s

v
LT T 1 Dumarigtion |

O e thosr e A B s groboet e s i P s, il s -ty i B o Dorat Priviy

Dedicated Access Privileges via Admin
Profiles:
®_©O

SEsEEREAE AR EEEERERE RS RN A

«  Network team only can access network configuration ()

and can’t change security policies Security Team
. Security team can’t change network settings, but can

change security rules, access policies

Both can access reports and analytics
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Security Posture Check and Compliance s

Forti M anager

ADOM:DEMO & @m\.
2% fabric =

N pse All [ENEN IR Al Recults (241) = Print Al FortiGates

=5

gmw Security Rating Score: -4735.3 N =

al Topbody

- Ak G €D Passed @@ Low Medium High € Critical
&2 Dashboard | 141)
Al Issue
- A {1414
2, Custom View (0] w Audit Logging & Monitoring (AL) o I ™
& Dashboard @FGVN 1061
A Audit Log Setings ey » Security ratings of configurations
AM21011414)

& Custom View (@] ~

for FortiGate Security Fabric groups

Al FortiCates should be ool a log all session c including scssion
start. and any invalid packets 4+ 21011944
AMO2TM21011061)
A [FGVIMO2TIMZ1011141)
Centra. _«cind_Floor [FGYMO2TMZ1011414)
-t Interfaces _ entirprise_First_Floor [FGYMOZTMZ1011944)

MFGVMO2TM2101 1061 [FCYMO2TM21011061)

reshold for available disk space alerts Lo

AEnterprise_Core [FOVMO2TMZ210135

ment [Local Device) DFGVMO2TM21011141 (FCYMO2TM21011141)

#Enterprise_Second_Floor (FGYMO2TM21011414)

*Enterpiise_First_Floor [FGYMO2TM2101 1944

)00 OOOOO
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Unified Security Policy Management

B goard x

Create Mew Firewall Policy

4 Device Marager H
B Policy & Obiects

Sl K8 Aon ey g A < oljl" |

Policy Packages | D | q

Marmalized Interface Name €
Firewall Obijects
Type Standard
Security Profiles
2 [

User & Authentication Incoming Interface Dany
Security Fabric
Advanced i i

.« utgoing Interface |

L VPN Manager » LEoing O any

Lexgical Ased V..
4P Manager » i - .
L Bia
o Mm:‘lChM:ll\H;cr ¥ i

H

Naegate Dastination
Sarvice @ AL L

O SystemSettine,

Action  Accepn m & IPSEC
Déschsimer Dptions
Bk Notihcation
Logging Options
Log Violation Trathe
Advanzed

L=

Doempt from Captive Portal

Forti M anager

The Only Vendor with NGFW
and ZTNA to provide with
unified policy management
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Local FortiGuard Distribution Server

Forti M anager

Dashiboard =
Package Name =
Device Manager

Polcy & Objects Certificate Bundle

VPN Manages e Entitiement 3 Type atest Version {Relere Duta/Time] % Size To Be Deployed Version

APMany - Manager ]  Client ID DB FortiManager o Gararal Updates  S600200GCRTH0S0N W7 ISR 2T 1500 15084 KB

Fot” _ader Manaper i FAZ Content Pack FortiManager  6.4. OT002000CIDB00000  1OO156(2023-10-111737:00) 4R34 KB

% p i : ATODOCHOTTCPOONED 2 1 G000  150M0
abric View Fartifnalyzer Firmware Upgrade Matrix FortiManager 4.0+

OEmEEE >

GO0DDODOFAIMODIT
Bl a3 o 3 o =
¢ 4 Portuand FortitP Firmware Upgrade Matrix FortiManager 5.4, OSO0000OFAIVOOO0D 200072

]

! i = i OSO0000OFEXVO0D00  (LOODOY (20230529 21490
Device Licenses Forticxtender upgrade matrix FortiManager b AOO000FEARIN R0 EIOR-19 2108
DOODDCOOIMMNDDI00 200136 (20230528 22:21.00)

m _——

Kty sk 00000000IMMX00Il  0.000AT (20230926 22:22.00)

FortiGate Firmwane Upgrade Matrix for FortiCloud FortiManager A, DO000000IMMNDID 0250528 22:22.00) 13955 KB
O0000CGE MIMOG] 20230914 18:3900)  232KB

o) s nu weld FortiManager as the local

e e e , FortiGuard Distribution Server for
Intermet Service FortiManager 7.2 horieish [xiunga vy N0 e aUtOmated diStribUtiOn Of Updates

Internet Service DB FortiManager s OS0D00OCIPGEO0000

Inbemet Service OB FDI‘:':N.M.‘\EI" 0&000000MID 502603 :90339‘-2:3?‘3 10-18:00:21. Z.ﬂl & i .. 1 a n d s i g n atu res to aI I ma n aged

GPO000CICOBO0I01 100031 (2020-23 18:000 . - -
1T Signature Database (Detection) FortiManager OTO00COSFASCOO00  A0O0S0(I023-40.16 190200 15555 KE devl ces I n the netwo rk
|P Geo DE FortiManager 5.0 GPOMMOGOSFASC0000 500026 (20231016 19:00:00) t
(70000005IDB00100 20231016 16:30:00)

1395 KB

Query Services

Flrmware Images
FortiGate Firmware Upgrade Matrix for FortiManager  FortiManages
External Resource

i [ |

Settings

: Management Extensions

O System Settings

IP5 Signature Database [Extended] FortiManager T ODOCOONITISOZE00 25 00659 (202310 18- 00-27:00]

i I o o I o (R

Oibject for a list of 5335 Applications. FortiManar cCa BE0-000NID 3 5 0045 (20

FertiCare 05006000APCE00M00 2500457 (2023-90- 16 22:10:(

Security
FortiCare. O40000COAPCE0GI00 2500657 (20231016 2210 (B Crangs |

O "1  secwity rating package FortiCare 6003000 00 2500457 2023016231000 SASPKE  Lates: RN
Sifpratre: M Lo, gt FeetiCare 4 2500457 (2023-10-16 2210 Lates: [EITY
Sipratre Meta Data (Application Controd) 700 FortiCare g = 2500657 (20231016 22:10 (BT Crangs |
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Partner Ecosystem for Security Orchestration %

Craate bow Fabric ~

Forti M anager

sriest Connector Typae (152

f M3 COPPRTION byDe

Public SD8 (8]

® @ ©

Amasen Web Micronol Anre Ceaghe Clowd
Servidis [AWS] Puttam GCF)

©

Gt External Connectors allows for
e seamless integration of 3rd party

solutions and services
@=l) & &

Kubemetes Wiware ESXI Vibware MEXY OperStack Applcation Centy’

[Horizen) Infrastroture ©
NMQ @ @
Service Platfom,

Threat Foed [5)
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FortiManager Key Capabilities

WAN Edge
FGT and FEX

% IPS
o0

IPS Management

Centrally manage IPS

T

FortiSoC

Integrated for Automation

o

: (®)
o, : .0 O~0 L P
Ve 090 - {:ﬁ?
LAN Edge Policy & Objects ADOM FDS

FGT, FSW, FAP, FEX Administrative Domain

FortiGuard Distribution Server

© s

Upgrade & Backup Monitoring

Firmware and configurations Real-Time network status

w

External Connector
EMS, SOAR, SIEM, NAC

Create or import

O &

SASE and ZTNA

Rule and Policy Management

FortiAnalyzer
Embedded in FortiManager

QP
o{ /o
dd

Security Rating Mgmt Extension

Active assessment Fortinet NoC and SoC
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Network Firewall Use Cases

Hybrid Infrastructure



FortiManager for Hybrid Infrastructure

Business Challenges FortiManager

Delivers consistent policies and unified

Increased Complexit
P Y management across the entire hybrid infrastructure

More devices of different form
factors and more distributed

Fortinet Differentiators

Security Risk

Due to inconsistent policies Manage both Scalability Automation-Driven
. . . 1 - >1 K D - -
and mlsconflgurat|0n Security and Networking 00K Devices With ecosystem

partners

With multiple management
tools playing in silo

© Fortinet Inc. All Rights Reserved. 45



Help Customers Move to Hybrid Environments

Rolling out 100 new
restaurants per year Support a transition to a cloud-

first architecture in AWS
C!:fgkgrs Prysmian Built an intelligent, responsive security infrastructure with integrated

“Management and administration used to be like a
500-pound gorilla; now, it is like a little chipmunk™

(Jr‘()up event correlation, automation across its IT and OT environments.
Protect critical applications ®
in the cloud .r CASU A Journey with new cloud and
Enable proactive management Q Servizi hybrid services,
both in the cloud and on-prem with - Italia 60% reduction in overall downfime.

visibility of the entire Windows Azure simplified management

environment
[ J
Batteries all)efla
-l \
Secure rapid expansion in both Converges OT and IT security through

physical stores and e-commerce sites platform approach

In-House IT team couldn’t manage security on Multiple external service providers makes it complex to manage,
top of its daily tasks. Fortinet offers single-pane Moved the entire management infrastructure in-house with

visibility of entire architecture into 750 stores. Fortinet solution.

© Fortinet Inc. All Rights Reserved.
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Business Outcomes from Real Customers

RESOURCE SAVINGS

MONEY SAVINGS TIME SAVINGS

50% faster in application ' 3% d on network
CECIRYE ank response times zpaper g store  security
management costs

$1,000,000's 40% less staff time .
Checkers saved in personnel DiversicaArRe  managing network and 80% reduction in
costs over 2-to-3-year security operationalcosts
o gadpiull o gelull
QrientalWeavers
4 hours a day saved 90% reduction

smart

Spring Branch

e B Independent School District on management taSkS InOperatIOI‘la| taSkS

© Fortinet Inc. All Rights Reserved. 47
.



er Use Cases

flow Automation




Automate and Orchestrate Workflow

servicenow

e AMSIBLE

Service Delivery
Manager
requests a new
branch
Configuration

Templates
ServiceNow

Approval process
for a new branch
request

Configuration Network range
Complete internal Templates for the new
provisioning to Infoblox branch
order and ship
devices

Order complete —
input device SN
for zero-touch
provisioning

Infoblox s

=

FortiManager

Zero Touch
Provisioning

Network
Configuration

SD-W AN

Security Policies

RTINET

E

Branch

Hardware Setup

FortiGate

X (e)

FortiSwitch  FortiAP

FortiExtender

© Fortinet Inc. All Rights Reserved.
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FortiManager for Workflow Automation

Business Challenges

Increased Complexity,
Distributed and hybrid

Make manual management difficult and
error-prone, inefficient and hard to scale

Slow Response to Threats

Which continues to evolve and hard to detect,
leading long window of opportunity for attackers

Resource and Budget
Constraints

Lead to overwhelmed IT team with no time to
perform high-value activities

FortiManager

Streamline configuration, enhance security posture
with rapid response and consistent policy
enforcement across Fortinet's security fabric.

Fortinet Differentiators

()

End-to-End Workflow  Day-0 to Day-N Ecosystem
Automation within Fortinet = Coverage Integration
Security Fabric (+480)

© Fortinet Inc. All Rights Reserved. 50



Fortinet for Workflow Automation: Voice of Customers

&

o

Process to Automate T

Business Impact

Enabled 8-people team to deploy standard configuration to
hundreds of FortiGate quickly and consistently

Run and monitor changes, correlate with incidents,

compare installed firmware versions at any time

Made network security more agile to business expansions

and new prOJeCtS' © F©o rFtionretint elin Icnc. .A Alll Riighhfst sF



When to Sell FortiManager

Customers are managing Add in networking, ZTNA, Automation at scale to Fabric Connectors,
>10 FGTs, distributed and SASE solutions reduce repetitive, manual Management Extensions,
different form factor operation 3rd party integration

30K+ ,_),?ﬁé. DevOPS Security Q <D @

Customers Terraform / Ansible Appliance Virtual Machine Cloud SaaS

© Fortinet Inc. All Rights Reserved.
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Operations Center Business Outcomes

e :

Increase Efficiency Reduce Risk Lower TCO
Simplifiedinfrastructure reduces Ensure consistent policy Enableproactive operations,
operational complexity across management., reporting_, and maximizingresources and
the organization compliancewith regulations. security posture.

The average cost of a data breach ($4.24 million per breach) in 2021. This

represents a 9.8% increase from 2020 and 11.9% increase since 2015.

E:E1 “Cost of a Data Breach Report,” Ponemon Institute and IBM Security, 2021. © Fortinet Inc. All Rights Reserved. 54
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Start from the Dashboard

« Device Discovery and
Provisioning

e . e - Network Configuration

— | : 1 . Policy configuration

FORTINET rwmimmnu || 70 e o]

b d

e P, « Fabric View
- Monitor and report with FAZ
« FortiGuard Services

« Management Extension

I © Fortinet Inc. All Rights Reserved. 56



LAN Edge

Easy Deployment and management

B Device & Groups

Status

Ik Search
W Oinlirse
S Maraged Forti s @ Orivirse
# Demo-DCFy
» FortiAP_ISFW-E (1)
# ISPW_BLDG-B (1)
# ISFW _BLIDC
# NGFW_PRI (1)
0 FortiSwitch Templates
FortiSwitch Name = Switch Group =
DHST-A_FS1D48 sfp I Distribution Switches
DIST-B_FS1D4E _sip I Distribution Switches
ACC-FLS_F5224E I Aceess Switehes
JC-FL1_FS224E W 2 oess Switches

>-FL4_FS425EF B Arcess Switches

I fceedd Switched
L2-Exit_FSZII4E
HLPSE W HO_Bidg-4_Fir2

FL3_FS224E B Access Switches

FIATINET

Serial Number &

FE1D4ET4 18000457

FS1OMETS 18000463

STMENTF1B000451

SZIAENTF 18000502

SAJSEFTF2I00Z198

S2MENTF18000543

SIMENTF180012%0

MacBool

Platform

B FertiSiwitch
@ FortiSwitch
B FortsSw

Plasform = Status = Fortilink =

FortiSwitch- 10480 S online  FLINK-AGG
FortiSwitch- 10480 S Online  FLINK-AGG
FortiSwitch-224E S Online  FLINK-AGG
FortiSwitch-224E B Online  FLINK-AGG

FortiSwitch-M424E-FPOE @ Online  FLINK-AGG

FortiSwitch-224E S Oaline  FLINK-AGG 4 LANEdge-CampusFWlroot]

FortiSwitch-224E O Oifline  FLINK-AGG

k

# LANEdge-CampusFWirood]
# LANEdge-CampusFwiroot]
# LANEdge -CampusPWnoot]
# LANEdge-CampusFWlroot]

# LAMEdge-CampusFWnoot]

# LAMNEdge- CampusFWnoot]

Connecting From =

169.254.1.6

169.254.1.3

165.254.1.9

165.254.1.5

16%.254.1.12

169.254.1.11

KEY CAPABILITIES

* FortiSwitch Manager
* Centralized management with templates
* FortiSwitch per-device management
* FortiAP Manager
* Centralized management of FortiAP's
*  Wi-Fi maps
* Wi-Fi profiles

Network Topology Map

© Fortinet Inc. All Rights Reserved. 57



Create, Deploy and Manage Security Policies

KEY CAPABILITIES

All Policies with Best Practice

v NGFW security polices, SD-WAN application
rules, ZTNA proxy policiesand FortiProxy
policies

Policy packages for different devices at
different locations

Mass Deployment

MacBook

- © Fortinet Inc. All Rights Reserved. 58



WAN Edge
Easy Deployment

B Device Group ~

B Device & Groups
—ip sy KEY CAPABILITIES
IF  Search cie st
: B Connectio... ) B Out-af-5yne I instalied (5]
- ] e (8) B Synchoniz... @

# BR-AUSTIN 8 .
+ BRCHICAGO iy * Dashboard View
+ BR-LONDON
+ BR-SAN_JOSE . o )
+ BR SINGAPORE Provisioning templates (SD-WAN,
+ BR-SYDNEY — e — —
+ BR-VANCOUVER
# FGT-DC
@ Logging Devices (8)
@ Managed FortiAnalyzer (1)
# FAZVM64-5D-WAN

@ Branches ()

Device Mame = Config Status + Host Mame = IP Address = Platform = Description * Firmmare Versior . Ove rl ay BG P a n d I PSeC)

# BR-AUSTIN « Synchronized FGVMO4TMZI000552 172.30.72.84 FortiGate-ViM&4 FortiGate 7.2.5 build
4+ BR-CHICAGO + Synchronized FGVMO2TM23000766  172.30.72.83 FortiGate-ViM&4 FortiGate 7.2.5 build
+ BR-LONDON « Synchronized FGVMO2TM 23000768 172.30.72.82 FortiGate-ViM&4 FortiGate 7.2.5 build
4+ BR-SINGAPORE « Synchronized FGVMOZTM23000857  172.30.72.91 FortiGate-ViM&4 FortiGate 7.2.5,build
4+ BR-SYDNEY « Synchronized FGVMO2ZTM23000858  172.30.72.87 FortiGate-ViM&4 FortiGate 7.2.5 build . H H
+ BR-VANCOUVER + Synchronized BR-VANCOUVER 172.30.72.81 FortiGate-VM&4 FortiGate 7.2.5 build Re a |_t| m e M O n Ito rl n g
e 55 - waan

#+ FGT-DC* « Synchronized FGT-DC 172.30.72.90 FortiGate-ViM&4 FortiGate 7.2.5 build
w5 sdwan_group

# BR-SAN_JOSE" ) 0ut of Sync BR-SAM_JOSE 172.30.72.26 FortiGate-40E FortiGate 7.2.5 build

. Simple Provisioning in <6 mins

i Provisioning Templates
B Firmware Templates

2 Manitors

O
a
o
o
a
o
a
a
(m]
a
a

FLIATINET

MacBo
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Administrative Domain (ADOM)

Managing and/or monitoring groups of devices with specific access rights

m Device Manager

K Policy & Objects System Information x
= VPN Manager

Enterprise_FortiManager [#

FMGWVMSTM23002234
B Extender Manager =

FMG-VIAS4- K0V
B Fabric View

tandalone
® FortiGuard Standalone
B Manapement Extensions
i 2023 PDT

& System Settings
w7.4.0-build2223

230514 (GA)
Last Backup - N/A B

Unit Operation x

FORTINET s«

wlv

FEIATINET

= H License Information = X

Wed Aug 02 15:39:31 £

& M Mot Licensed (Trial] | 'wr

e H System Resources

G VMS " o+

License

&

© Not Licensed (1 )
Used / 5 Total)

O Registerer |

44% 59%

Wverage CPU Usage  Memory Usage
Maore Details

Wi Servers locatedin - [

| US only

o H Alert Message Con B o & H Connectivity =

FortiManager-Vigd- Time =

Message + Connectivity
Aug 2, 13:01:15 License validation st.
Aug 2, 12:55:58 fgfm protocol start, ..

Aug 2, 12:54:06 System restart w74

MacBook

48%

Disk Usage

;

x

KEY CAPABILITIES

* To divide administration of devices and
control (restrict) access

* Assign device to a single ADOM and
administrators to one or more ADOMs

ADOMs group devices for administrators to
monitor and manage

Enable MSSP to service multiple customers

© Fortinet Inc. All Rights Reserved. 60



IPS Management

Dedicated admin to manage IPS

FortiSwitch Manager

ADOM: Enterprise_Demo %k Security Fabric Demo & [ 1

KEY CAPABILITIES

Restricted admins to delegate management ofWeb
filter, Application control and IPS

© Fortinet Inc. All Rights Reserved. 61



Where we Differ

*Centralized management and software
upgrade of the broader network and at
scale (100,000+ devices, FGT, VM,
FSW, FAP, FEX)

*Simplified SD-WAN deployment and
orchestration

. All-in-One Policy Management

(Firewall and ZTNA)
Local FortiGuard Distribution Center
for automated and centralized

distribution of security content and
signatures

*Fabric Connectors allows for easy
integration with Fortinet and
3rdpartyproducts and services

8 Dimhboard

FE

[T e —
VP Manager

[ JETINFRRR

B Fortiitch Marage
1B Eencer Masaenr
B Fabric View

W FomiGean

T —

FLAATINET

- w ow o ow oW ow ow oW

Siystern Infarmation
G- 30000
FRACINGTEIM000L4
Standions
e Ot O L20845 2023 POT
WAL bulTI0N 230001 (GA
e Mk MAA
doma / 2 lnbotal

33 dhas 19 s 4 mirwnes 23 seconds

[Device Config Satus o oF B

Device Conbg

Spten
o ’
4

Policy Package Satus

& F 3 BEx || Unit Operation

FORTINET

& ¥ I Ev | Foribdender Stabe @ ¥ I B= || Liceree Information o F i B | Fimeaee Satus e % L]
Pebicy Pachage o sterber Statui & Raghstared Firsrwirs St
St T
| L ' ] v Mot Lurnad
] et

0 ms Serversicasedin [y
Extenders ol
57 400001

AMlert Message Cormcle " F I OB FoatlAP Status. [ L
Fierms & mouage E Fortaf deatn
oerd, 054514 ‘i b kel e GUM 805150 203, redonolutienaication falure. PL [y ]
4, D004 [ o ek LANE S S W 8 1
e 4. 000504 ki 1 (v LARE S Cavaardf W 6 st
Ot 4, 00503 Ayt connaction to devics MGRW_PR1 i ua
Ot 4, 000502 fihn conrection Lo divice HOGPW M s dawn
Ot 4, DOC0N fgfm connection ba device ParidP BIW-L b w
Oen 4, (D000 R G LT L vl AP ISFWEE b ey

L

System Ressurres LI 3 =

e 3% 1%
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Unified Network and Security Management
Scaled to support businesses of all sizes and needs

FortiManager
FortiAnalyzer

¢ FortiGate Cloud

&

Enable businesses with the power to mass deploy, configure Enable businesses with the simplicity they need to deploy,
and set consistent policies, enforce granular control, and configure, set policies, and manage their entire network with
automate workflows at scale, with complete visibility & complete visibility into the attack surface.

actionable insights into attack surface.

] © Fortinet Inc. All Rights Reserved. 63
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Case Study — FortiManager & FortiGate

7 UNIVERSITY OF

mmjinm SOUTH CAROLINA

“The ability to view the entire
infrastructure on a single pane of glass

is a RaYEAENRAE GLOLFIE SAABYUT.,

wkins
Systems Architect, University of South Carolina

CHALLENGES

The research network at the University of South Carolina was
experiencing frequent performance problems due to increased
demand. The team ultimately made plans to upgrade its
Internet2 network from 10 to 100 gigabits per second, and
deploy a new firewall infrastructure to protect it.

BENEFITS

FortiManager allows for better coordination among the
architecture, network, and security via centralized
management and visibility. FortiGate has also increased
internet stability and simplicity of VPN setup.

ROI

Decreased costs and increased internet stability, allowing staff
to focus on more strategic projects
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Case Study — FortiManager & FortiGate

UNIVERSITYOF
BIRMINGHAM

“Following our migration to the new
FortiGate firewalls, we saw rapid
improvements. Performance has
never been higher, while network

security is much easier to manage.”

Renyk de’Vandre
Network Development Manager, University of Birmingham

CHALLENGES

The University of Birmingham needed to improve its network
security, performance, and manageability to keep pace with its
35,000 network users and increasingly bandwidth-heavy
applications.

BENEFITS

By replacing a hodgepodge of legacy products with FortiGate
next-generation firewalls (NGFWSs), the University achieved
more effective security without hampering performance.
Meanwhile, the Fortinet Fabric Management Center made it
easier for the IT team to deploy, monitor, and report on
security controls across the multi-campus network.

ROI

Improved network connectivity and speed, transformed and
simplified security management
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Case Study — FortiManager & FortiGate

D UNCIL E O
ScCHOOL DI1STRICT

FOE EV EHK

“l can manage everything through a
single pane of glass and combine all
kinds of intelligence to extend the level

of security found in the FortiGate to
each individual port or switch. | have
never experienced anything like that

level of security in the past.”

Matthew Frederickson
Director of IT, Council Rock School District

CHALLENGES

With 15 K-12 schools and one alternative high school, as well
as two administrative buildings, Council Rock School District
needed to replace an end-of-life firewall with a next-generation
firewall that could automate as many processes as possible to
ease the burden on its small IT staff.

BENEFITS

FortiGate NGFW met their firewall needs, FortiManager
allowed the district to centrally manage and configure its
devices, and the consolidation of Fortinet’s Security Fabric led
to significant savings.

ROI

Increased visibility, granular control of network access, 2-3
FTEs saved through automation and centralized device
management
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Case Study — FortiManager & FortiGate

ILLINOIS
CENTURY NETWORK"

lllinois Department of Innovation & Technology

“We did not need a firewall that was
overly complex, and we wanted it to be
easy to manage and not require a lot of
staff time. At the same time, we needed
a network that could perform past 100
gigs. The Fortinet solutions match our

needs well.”

Andre Bouravnev
Network Supervisor, ICN

CHALLENGES

The lllinois Century Network sought to create a secure wide-
area network for schools to communicate with one another, as
well as secure gateways to the internet for all K-12 schools.

BENEFITS

Secures broadband connectivity for schools statewide without
adding measurable latency to schools’ internet traffic

ROI
Significant cost savings, minimizing staff time required for
firewall management
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Case Study - FortiManager & SD-WAN

2 2
| L)

Crawford

“The ability to have a single
management console and automated
reporting and analysis was a major
factor in selecting Fortinet. Compliance
reporting is much easier. And beyond
compliance, we are able to demonstrate
that we meet the even higher standards

of our customers.”

Hilton Sturisky
Global CIO, Crawford & Company

CHALLENGES

SONET ring network and the traditional WAN connecting more
than 150 locations did not provide the agility and cost
efficiency needed in a rapidly changing marketplace.

BENEFITS

Fortinet Secure SD-WAN provided ease of use at scale and
robust, integrated security. Additionally, Fortinet management,
analytics, and NAC technology streamline reporting and
analytics, and reduce costs.

ROI

Seven-figure cost savings by eliminating ring network at
headquarters, increased efficiency through automated

reporting and analytics
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Case Study — FortiManager & Fortinet Security Fabric

WARREOR IN\/ICTUS

HOLDING COMPANY INC Nos Vi

“Every element of the Fortinet Security
Fabric is fully integrated into the whole,
and every part of the security architecture
is visible through a single pane of glass. ...
These are incredibly powerful and cost-

effective benefits for a business like ours.”

Mark Las
CIO, Warrior Invictus Holding Co., Inc.

CHALLENGES

Having experienced significant security incidents, they
needed a more formally structured IT program, an updated
network infrastructure, and a more intentional focus on

security as an integral part of that framework.

BENEFITS

Fortinet Security Fabric components are fully integrated

and improved reliability, allowing them to save money on
cybersecurity positions while still significantly decreasing
network downtime and limiting security problems.

ROI

Improvements in cost, efficiency, and reliability of network
and security.
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Case Study — FortiManager & FortiGate

CHALLENGES

Needed to find a new firewall vendor that would effectively

protect the city from cyberattacks, such as distributed denial-
of-service (DDoS) attacks, as well as provide next-generation
firewall capabilities, and to start implementing a zero-trust
access architecture.

BENEFITS

The city deployed FortiGate Next-Generation Firewalls

“The Fabric ’V;a"fagem;"_zt Ce"lte’ is a{; (NGFWs) at the network edges protecting more than 2,000
easy-to-use platiorm. The tools provide applications, 600 virtual servers, and hundreds of interfaces
information about firewall activities, d demilitarized FortiM d FortiAnal hel
which we oan use fo streamline and demilitarized zones. FortiManager and FortiAnalyzer help
the city simplify cyber operations by automating management

management and governance of them.”
Christopher Paidhrin and governance of the NGFWs

Senior Information Security Officer, City of Portland RO|

Improvements in security capabilities and simplified
management capabilities.




Case Study — FortiManager & FortiGate

SALT LAKE
COUNTY

“It definitely is a huge advantage being
able to centrally manage the devices—it
saves time to where you have
redundancies. You only have to manage
it once instead of 55 times. If | had to go
change a policy stack on ten firewalls,
that’s an hour and a half instead of five

minutes.”
Salt Lake County Information Security Analyst

CHALLENGES

Needed to maintain security and manage user access for up
to 6,500 end users across the county, and a vendor that could
deliver on the county’s evolving need for high-throughput

inspection and scalability.

BENEFITS

Fortinet Security Fabric enabled cost-effective end-to-end
network security management, endpoint protection, and secure
network access solutions across the county, and

simplified operations by centralizing network management and

compliance reporting.

ROI

Centralized management increases visibility and saves on
time
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Case Study - FortiManager & SD-WAN

v
KD [VERSICARE

“Having that centralized management,

rather than logging in and managing

dozens of devices individually, is a key
reason to go with Fortinet.”

Brian Cole
VP and IT Security Officer, Diversicare

CHALLENGES

Network and security solutions involved too many vendors
and was too complex to manage.

BENEFITS

Fortinet SD-WAN solution improved connectivity of Internet of
Medical Things (IloMT) devices, staff application use, patient
and visitor use, and consolidated security and networking

solutions.

ROI

40% reduction each week in staff time spent managing
network and security infrastructure
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Case Study - FortiManager & SD-WAN

e

“Fortinet security-driven networking
enables us to take a proactive, rather
than reactive, approach to managing our
network. We can identify an issue
quickly and get ahead of it, ensuring a
more efficient and effective response to

every security threat.”

Adam Reifsnyder
Systems Engineer, Hospital Central Services

CHALLENGES

HCSC was experiencing frequent outages on its managed
WAN, and outsourcing network and security management to
their MPLS provider was difficult and reduced productivity.

BENEFITS

Fortinet’s Security Fabric improved internet availability, faster
response to security threats due to better visibility of all LAN
and WAN edges, simplified management operations,

consistent application of security policies companywide.

ROI

Increased internet reliability, improved visibility into network
security, and simplified management
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Case Study — FortiManager & FortiGate

-i- CASU

“Real-time network visibility and
monitoring are a huge differentiator,
allowing us to take proactive action and
reduce our team’s time spent managing

network security”

Tulio Lener
Coordinator of Security and Infrastructure, CASU

CHALLENGES

With a growing dependency on the cloud and Windows Virtual
Desktop users, CASU needed to add more robust security
and improve visibility into its networking in the cloud.

BENEFITS

Fortinet solutions helped provide comprehensive security of cloud
infrastructure and Windows Virtual Desktop users, while providing
visibility and monitoring of the entire Microsoft Azure environment that
enabled proactive management both in the cloud and on-premises

ROI

Improved connection availability, better IT staff time
management
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Case Study - FortiManager & FortiMail

@)
Columbus \& 'Regional

HEALTHCARE SYSTEM

“We have examples where people in
the organization received potential
raalase have been able to immediately
block future emails with those same
characteristics, whether the issue is with

the sender’s country, domain, etc.”

Ed Duryee
Director of Information Systems, Columbus Regional Healthcare
System

CHALLENGES

Columbus Regional considered it a top priority to protect the
organization against email-based threats such as
ransomware.

BENEFITS

FortiMail improved their security posture, and the tight
integration of Fortinet’s solutions streamlined management
across the platform to allow more efficient security
management with faster, more effective responses to security
incidents.

ROI

Improved security, reduced rates on cybersecurity insurance
coverage, more efficient security management
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Case Study - FortiManager & FortiGate

@
mutualser

Atencion sin tanta vuelta

“Fortinet’s technology offers us complete
network integration, unified
management, and an overall increase in
service availability offered by the
company.”

Holman Mauricio Cardenas Varén
Technology Manager, Mutual Ser EPS

CHALLENGES

Mutual Ser EPS underwent a comprehensive digital
transformation based on a multi-cloud environment, making its
cybersecurity more complex that led to cybersecurity gaps,
performance problems, and connectivity issues.

BENEFITS

Fortinet solutions secured Mutual Ser EPS’s cloud traffic and
provided robust and stable connectivity, while easing the
management of its network security infrastructure.

ROI

Optimized security for a mutli-cloud environment, integrated security
and operation platform that enables centralized network management

© Fortinet Inc. All Rights Reserved.
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Case Study — FortiManager & FortiGate

00000
QIAGEN

“FortiManager is easy for us to us. It
provides single-pane=of-glass
management, which helps ensure that
our firewalls have the same
configuration everywhere around the
world. The Fortinet solutions are well-

integrated, which means we have more
visibility across the network. And we can
push out code to our firewalls from a
centralized portal, so we can quickly and
easily distribute fixes to remediate any

issues.”

Jonathan Martin
Director, Global IT Infrastructure, QIAGEN

CHALLENGES

QIAGEN is an international biotech company focusing on
testing solutions for diagnostic labs and researchers, as well
as genomic services and genome sequencing for academic
researchers. Accordingly, its intellectual property is one of its
most important assets to secure.

BENEFITS

Fortinet's NGFWs ensure that users experience minimal
latency across the WAN, while FortiManager helps streamline

management and standardize edge security throughout the
global network from a central location.

ROI

Minimizes latency, minimized impact of COVID-19 work-from-
home policies, frees up IT staff by providing easy-to-use
single-pane-of-glass management tools
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Case Study - FortiManager & SD-WAN

Servizi

- Italia

“The tight integration of industry-leading
security and advanced SD-WAN

technology within a single competitively

priced platform made Fortinet a great fit

for our requirements.”

Dr. Andrea Ruscitti
CTO and ICT Officer Manager, Servizi ltalia

CHALLENGES

When Servizi Italia began a process of digital innovation with
new cloud and hybrid services, it was concerned with the
potential performance and security implications, and
modernization required previous dedicated WAN connections
to be replaced.

BENEFITS
FortiGate Secure SD-WAN provided flexibility, performance,

cost, and manageability, along with FortiManager automation-
driven network management, met the requirements for Servizi
ltalia’s new infrastructure.

ROI
60% reduction in overall downtime, simplified management
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Case Study — FortiManager & FortiGate

:JJ& Region Stockholm CHALLENGES

As one of Europe’s largest healthcare providers, Region
Stockholm must have adequate network security infrastructure
to provide high-quality care for the region’s two million citizens
via a network of some 1,200 medical centers.

“Through FortiManager, access policies BENEFITS
can be assigned with more granularity,

allowing us to share tasks among the FortiGate NGFWs consolidated multiple security functions,

team and resolve issues much more while thg Fortl_net Fabric Management Center.proylded
quickly.” automation-driven centralized management with single-pane
Andreas Bonin V|S|b|||ty
Network Specialist, Region Stockholm
ROI

Increased visibility and ease of management, lowered total
cost of ownership



Case Study — FortiManager & FortiGate
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5?35? Foundation - Egypt

“Following the deployment of the
FortiGate next-generation firewalls
[NGFWs], performance has never been
higher, and our network security is much

easier to manage.”

Ahmed Nabil
Security Manager, Children’s Cancer Hospital Egypt

CHALLENGES

The Children’s Cancer Hospital Egypt (Hospital 57357) had a
sluggish legacy network that was difficult to expand, and they
wanted to gain HIPAA certification by sufficiently protecting
their electronic health records

BENEFITS

The Fortinet Security Fabric protects both the main hospital
network and the wide area connections to its other two sites,
while the Fabric Management Center solved the hospital’s
previously fragmented network and security operations, and
facilitated HIPAA compliance.

ROI

Improved system efficiency, enabled future expansion,
achieved goals of meeting international standards of security
and visibility.
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Case Study — FortiManager & FortiGate
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“We could not have managed different
devices in every office for intrusion
detection system [IDS], intrusion
prevention system [IPS], application
control, and load balancing—with
everything configured differently.
Fortinet provided consistency for our
security nationwide and a single pane of
glass for management by our central

security team.”

Sonu Singh
VP, IT, and National Security Officer, Seasons Healthcare
Managem ent

CHALLENGES

Seasons Healthcare Management needed to streamline
network and security operations in order to facilitate
expanding geographic reach.

BENEFITS

The Fortinet Security Fabric provided tight integration between
security components, and FortiManager and FortiSIEM
provided efficient network and security operations.

ROI

Streamlined security management throughout IT network,
reduced spending on network management resources,
facilitated rapid expansion
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Case Study — FortiManager & FortiGate

icare

“[Our partners] suggested that we

enhance the already considerable
security postures that AWS employs
with Fortinet FortiGate NGFW, which
has been optimized to integrate cleanly

with the AWS cloud infrastructure.”

David Johnston
Head of Enterprise Infrastructure, icare

CHALLENGES

icare needed to deliver high levels of protection from cyber
threats and a scalable platform for planned growth as they
migrated their mission-critical and customer-facing
applications into the cloud.

BENEFITS

Partnering with Fortinet and AWS, icare reduced overheads
with cloud-based applications, improved security with industry-
leading cyber-threat protection, and created a scalable
platform for future growth.

ROI
Looking to expand product capabilities while saving on costs

© Fortinet Inc. All Rights Reserved.
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Case Study — FortiManager & FortiGate

O

HEARTLAND.

“We try to ensure that any solution we
implement can be scaled, for the
purpose of simplicity and ease of

management,” comments Petty.

“However, it’s pretty common for locally

supported offices to use a variety of

proprietary applications that we don’t

support, but the FortiGate’s flexibility
makes this really easy to

accommodate.”

Ross Petty
Senior Network Security Engineer, Heartland Dental

CHALLENGES

Heartland Dental’s existing firewalls and management could
not keep pace with their rapidly evolving requirements, and its
continuous expansion exacerbated several limitations in its

infrastructure.

BENEFITS

Fortinet solutions enhanced service levels and security while
lowering total cost of ownership, streamlined deployment
process, and provided centralized management with
increased control.

ROI

Reduced total cost, improved network security, centralized
and simplified management
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Case Study — FortiManager & FortiGate

UNITE HERE

HEALYH

“The two solutions (FortiManager and
FortiAnalyzer) have been great for
troubleshooting and maintenance: We
can easily drill down into a problem and
quickly address anything that needs

attention.”

Odoric Wilson
Senior Security Architect, UNITE HERE Health

CHALLENGES

UNITE HERE Health needed to create an infrastructure
capable of sustaining their growth, and to redesign their

security architecture to enhance protection and enable full

compliance with both healthcare and finance-related

regulations.
BENEFITS

FortiGates provided enterprise-grade protection across UNITE

HERE Health'’s entire infrastructure at a lost cost, enhancing
security posture and expediting remediation.

ROI

Improved security posture, cost savings, flexibility to efficiently
add features as necessary or fulfill new compliance
regulations
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Case Study — FortiManager & FortiGate

A\ GPSHOSPITALITY.

“For us, as the service provider, global
management is the number-one benefit
of using the Fortinet solutions. Before
using the FortiManager solution, we had
no way of pushing out global updates.
Now we can do it in minutes, across all

486 GPS Hospitality locations.”

Andy Patterson
Senior Technology Consultant, HonorBuilt

CHALLENGES

GPS Hospitality relies on outsourced IT and wants to
standardize networking infrastructure and security across all
its locations, and to implement simplified and efficient
management.

BENEFITS

Leveraging a variety of solutions from the Fortinet Security
Fabric, GPS designed and deployed a standardized
restaurant network with a single pane of glass to efficiently

manage the hundreds of franchise locations.

ROI

Increased global network management efficiency and
standardized technology platform for opening new restaurants
to facilitate company growth

© Fortinet Inc. All Rights Reserved.

93



F:RTINET

MSSP / Service Provider



Case Study - FortiManager & SD-WAN

CONVMNMUNICATIONS

“(As a result of Fortinet’s high level of
integration and centralized
management) We know that all of
Fortinet’s products will do what we need
them to and deliver when required. That
is important because predictability

allows us to keep our headcount low”

Matthew Sutton
Director of Cybersecurity Operations, Avid Communications

CHALLENGES

Avid Communications found that its small business customers
needed help managing their firewalls and greater
cybersecurity needs, without compromising on the speed and
performance of their networks.

BENEFITS

The high levels of security, integration, predictability, and
flexibility from the Fortinet Security Fabric offers a high-
performance security solution to match customers’ needs.

ROI

Centralized management allows the business to keep
headcount and prices low
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Case Study - FortiManager & FortiSOAR

& SECURECYBER

“Having such robust automation in
our case management system,
facilitated by our FortiSOAR
playbooks, makes us more
comfortable that our analysts are
investigating everything that truly
needs a human look—our team is
not waking up in the middle of the
night unless it is absolutely

necessary.”

Shawn Waldman
CEO, Secure Cyber Defense

CHALLENGES

While Secure Cyber Defense had provided FortiGates for
years, as the cyber threat landscape evolved, customers
required more expert-level security monitoring services.

BENEFITS

Deploying FortiSOAR, FortiSIEM, and FortiEDR allowed
Secure Cyber Defense to deliver personalized SOC-as-a-
Service dashboards to each customer that helped boost the

value of its services and grow their business.

ROI

Accelerated response to perceived threats, improved
efficiency by automating low-level alert response
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Case Study — FortiManager & Cloud Security

Prysmian

“Within a dynamic cloud-first architecture
such as ours, the key is to have an intelligent,
responsive security infrastructure. ... the
Fortinet Security Fabric solution, with its
integrated event correlation, automation, and
centralized management and reporting, was
the perfect fit for us.”

Salvatore Lanzilotti

Global Network & TELCO Services Manager, Prysmian
Group

CHALLENGES

Support a transition to a cloud-first architecture in
AWS, Prysmian sought to consolidate the mix of
heterogeneous network security components to

gain better visibility and control.

BENEFITS

Improved flexibility, scalability, and management of
IT resources

ROI
Greater control and visibility of global applications
and data
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Case Study - FortiManager & FortiEDR

L

@ Hydradyne

“Next up, we are looking at how to make
better use of the FortiManager and
FortiAnalyzer tools to push out policy
and configuration changes. We plan to
use these tools to derive metrics on our
Fortinet investment to demonstrate and
prove the value of this system to our

leadership.”

Paul Miller
IT Manager, Hydradyne

CHALLENGES

Operating across more than 30 branches in the United States,
Hydradyne was struggling with a variety of point products and
services for threat prevention

BENEFITS

Hydradyne leverages FortiManager to centrally configure its
FortiGate devices and FortiAnalyzer to troubleshoot system
issues. Central to the overall solution is FortiEDR and
FortiMDR to help it analyze data from its systems to identify
and shut down threats before they become a problem.

ROI

Granular insight into endpoint devices, reduction of 15 hours
per week managing endpoint security
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Case Study — FortiManager & Fortinet Secure SD-

a

Branch'

4
MYCON

“The simplicity of Fortinet’s products was one
of the main reasons we initially decided to go
with the company. ... When a construction site
needs to be set up or requires more
connectivity as it grows, we ship devices to
the team on site—they plug them in, then we
manage the configuration centrally. This

approach saves a huge amount of time and
cost for our IT team as we are not constantly

crisscrossing the country setting up networks.”
Chris Martin
Vice President of Technology Services, MYCON

CHALLENGES

MYCON’s everyday operations depend on having connectivity
and security among its offices and disparate job sites. They
needed a simpler and more secure approach to replace their

existing system utilizing point solutions from multiple vendors.

BENEFITS

Fortinet Secure SD-Branch consolidates and secures branch
networks with a single platform, with a simple setup and
centralized management allowing the solution to be deployed
without needing technical employees on-site.

ROI

Improved performance-to-cost ratio, saved resources through
simple setup and centralized management capability
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Case Study - FortiManager & SD-WAN

=4\ Petrol Ofisi

“Fortinet enables us to differentiate
between all the different types of traffic
crossing our WAN,” explains Karakus,

“so we can now confidently manage
latency and prioritize business-critical
applications to deliver the experience

our users expect.”

Handan Karakus
Petrol Ofisi CIO

CHALLENGES

To support digital innovations such as Wi-Fi access and
loyalty programs at 18,000 filling stations, Petrol Ofisi needed
to ensure network availability at all the stations without
significantly increasing its operational burdens.

BENEFITS

Fortinet Secure SD-WAN has allowed the company to forgo its
expensive MPLS links without compromising security or
performance. Centralized management ensures that evolving
security policies will be applied consistently and efficiently
across the network.

ROI

Increased continuity and reliability of business services across
the entire infrastructure.

102



Case Study — FortiManager & FortiGate

OHCEC

A Touchstone Energy” Cooperative ?QT

“It takes less time to manage the
security hardware for all of our clients,
and it is easier to get a big picture view
of what is going on, to see and respond

to threats more easily.”

Casey Davis
Senior Software Developer, SkyHelm

CHALLENGES

As a regional electric distribution cooperative, HCEC must
secure its member data and OT network. Recognizing the risk
of large-scale attacks against bulk electric systems, HCEC
wanted to shore up protection for its substation equipment and
other critical assets.

BENEFITS

Working with its managed service provider, SkyHelm, HCEC
deployed Fortinet's NGFWs and secure access switches to
segment its network and provide more robust protection from
the expanding threat landscape. For SkyHelm, the integrated
nature of the Fortinet Security Fabric and its centralized network
and security management tools made it easy to meet HCEC’s
needs.

ROI
Improved security posturing and simplified management of
integrated solutions
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Case Study - FortiManager & SD-WAN

Checkers

“With Fortinet, | was able to go from a
team of five people just managing all
this different infrastructure, to one
person and a help desk. The resulting
cost savings could easily be in the
hundreds of thousands to millions of
dollars over the two-or-three-year period
that we are currently engaged in. And
we are expanding, so those savings will

continue to grow.”
Minh Le

ClO, Checkers Drive-In Restaurants

CHALLENGES

Checkers needed to meet a goal of opening 100 restaurants
per year. “We need to manage a large number of locations at
scale, and the only way to do it successfully is to have a
product like what Fortinet offers us (in FortiManager).”

BENEFITS

“Fortinet has been a lifesaver. We open 55 locations per year
and need to roll everything out quickly and easily, and the
FortiGate Secure SD-WAN solution allows us to do that.
Management and administration used to be like a 500-
pound gorilla; now, it is like a little chipmunk.”

ROI

Checkers saved millions of dollars in personnel costs over a
two-to-three-year period

105



Case Study — FortiManager & Fortinet Secure SD-
Branch

GOODWILL ~ gouess
Goodwill Central Texas’ 37-branch retail network and

gunduwil CENT RAL TEXAS ecommerce operation depends on a highly resilient network

among its retail branches, headquarters, warehouses, and a
co-located data center. With its legacy environment
channeling all network traffic through headquarters, there was
too much risk when a single point of failure occurred.

“With Fortinet, | can access everything

over the FortiGates and make changes BENEFITS
to all devices_ from a_single interface. The Fortinet Secure SD-Branch consolidated branch services
That level of integration makes network for its local-area network (LAN) edge, bringing together

management much easier; | need to
only write a script once to immediately
update all our firewalls, switches, and

multiple other Fortinet capabilities—all of which are easily

managed through one operating system —to provide

access points right across our connectivity resilience and increased broadband capacity at a
locations.” lower cost.

Chris Dennick ROl
IT Manager, Goodwill Central Texas

Increased internet capacity, increased visibility of threats,
centralized network management reduces cost and complexity
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Case Study - FortiManager & SD-WAN

“Now, we can better size the IoT devices

connected to the network and monitor

equipment with statistical data from all

branches. ... Having clear, transparent,

and easily accessible information allows
us to take better advantage of our

business.”
Valter Sobral
Infrastructure Manager, Smart Fit

CHALLENGES

With over 1,000 branches and 3 million customers in 13
countries, Smart Fit must guarantee the stability of its
connectivity at its fitness centers. It requires standardization,

automation, and visibility of its network.

BENEFITS

Fortinet Secure SD-WAN delivered fast connectivity and a
quality customer experience with segmentation and visibility,
while FortiManager helps standardize and deliver business-
critical company policies, rules, and firmware.

ROI

Streamlined implementation of security policies, centralized
administration and compliance control, 90% reduction in time
spent by IT staff on operational tasks
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Case Study — FortiManager & and SD-WAN

kioski

“The increased visibility and control over
our network and its traffic has proven
invaluable. It has also exposed some

rather unusual and suspect behavior on

our guest Wi-Fi networks that we were
previously unaware of, and which we
can now take steps to block.”

Lauri Paatelainen
Technology Manager, R-Kioski

CHALLENGES

R-Kioski was suffering frequent network outages with MPLS
linking their remote stores to the 100+ servers at the central
data center and headquarters, and wanted to find a more

secure and reliable alternative.

BENEFITS

Fortinet Secure SD-WAN gave R-Kioski a secure,
manageable, and highly cost-effective solution such that even
in the event of a complete mobile outage from one service
provider, connectivity is preserved, leading to enhanced
service levels and a reduced support burden.

ROI
Improved resilience to network failure and attack, increased
visibility and control, consolidated management
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Case Study - FortiManager & SD-WAN

BatteriesPlus+

“Now we have security information by

glancing at a screen, and we can drill

down to any level of detail we need. We
can take a more proactive stance to

managing security. This gives us

confidence that we are equipped to

manage security threats for the next 5 to

7 years.”

Dan Dugan
Vice President of IT, Batteries Plus

CHALLENGES

Batteries Plus had a cybersecurity infrastructure that featured
a legacy firewall managed by an MSSP and other, non-
integrated tools managed in-house, resulting in limited
visibility.

BENEFITS

With Fortinet SD-WAN and security management and analysis
solutions, Batteries Plus now has an efficient, scalable
security architecture with single-pane-of-glass visibility and

enhanced protection against cybersecurity risks.

ROI
Full visibility from single pane of glass, flexibility with
integrated solutions, scalability
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Case Study — FortiManager & FortiGate

Axfood

“We know that further down the line,
when we enable more functions, such
as SD-WAN [software-defined wide-area
networking] and extend protection into
the cloud through endpoint protection,
etc., it’ll just require some simple
configuration changes thanks to the

breadth, depth, and simplicity of the

Fortinet Security Fabric.”

Mats Serneholt
Technical Area Manager, Axfood

CHALLENGES

In order to protect its multi-cloud environment and embrace
digital shopping to make life easier for customers, Axfood
needed to boost their existing protection, especially at the
data center.

BENEFITS

FortiGates provided strong and evolving protection from most
advanced threats, improved data throughput and application
response times, while FortiManager and FortiAnalyzer allowed
for greater control and visibility across all network traffic and
threats.

ROI

Increased security, centralized management, flexibility for
future growth
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Case Study - FortiManager & SD-WAN

uguapill igalwill

OrientalWeavers

“The most important attributes for us
were centralized control and connection
reliability. To deliver the customer
experience we required while complying
with the ETA invoicing mandate, we
needed fast, secure, reliable, 2417
connectivity and an ability to monitor
and control everything from a central

location.”

Ahmed Dawood
IT Director, Oriental Weavers Group

CHALLENGES

Oriental Weavers needed to find a way to enhance their
usage of SAP applications and services across their national
showrooms, and to comply with a decree from the Egyptian
Tax Authority mandating all issued invoices to be digitally
transmitted to the ETA in real time before being sent to the
customer.

BENEFITS

Fortinet products helped Oriental Weavers to enhance the
security, performance, and reliability of their SAP applications
and services, while reducing operating costs and remaining
compliant to the Egyptian Tax Authority invoicing mandate.

ROI

Reduced operations costs by 80%, increased security and
data privacy, attained centralized management control
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Case Study - FortiManager & SD-WAN

KENNARDS

“FortiManager allowed us to streamline
the deployment process, from a few
days to around 20 minutes. We could
have a fresh vanilla device out to a site,
and within 20 minutes, we could have a

fully operational branch.”

Nicolas Aragnou
IT Infrastructure Lead, Kennards Hire

CHALLENGES

In order to stay ahead of the curve regarding technology and security,
Kennards Hire has been moving key workloads to the cloud, and with
employees spread across 180 branches needing to access key
software solutions in multiple public clouds, they found it necessary to
shift from expensive MPLS connections to an SD-WAN solution.

BENEFITS

Fortinet SD-Branch has improved efficiency and reduced costs of
internet connectivity for Kennards Hire. Now, network performance
and reliability are significantly higher, while costs and required staff
resources are reduced.

ROI

Improved network performance and reliability, rapid rollout, reduced
staff resources required to manage security and networking, reduced
costs by hundreds of thousands of dollars per year
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Case Study - FortiManager & SD-WAN

Sy

“Not only did the level of integration
across Fortinet’s SD-Branch solution
reduce the total number of devices we
needed, but it also cut the amount of
time we had to spend managing it all.
The net result was a reduction in TCO of
around 30% and at least a 50%
decrease of the time we had to allocate
to administrative tasks.”

Ahmed Taher
IT Manager, Al Hatab Bakery

CHALLENGES

Al Hatab Bakery was looking to improve the performance and
resilience of their IT and security infrastructure to enhance
customer experience while reducing cost.

BENEFITS

Fortinet Secure SD-WAN supports Al Hatab Bakery’s
networking and security needs through one integrated
solution, with a consolidated management console that

simplifies and reduces administrative tasks.

ROI

Reduced TCO by 30%, saved 50% on administrative time and
resources
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Case Study - FortiManager & SD-WAN

White Family Dealerships

“FortiManager is a powerful part of the Fortinet
Security Fabric and one of my favorite tools for
managing our network infrastructure. When we
make configuration changes on the firewalls,
FortiManager checks for potential errors,
eliminating the possibility that changes might
break connectivity and require us to travel to the
dealership to fix the problem. FortiManager also
enables us to deploy a large number of setting
changes all at once and without rebooting the
firewall, so they are transparent to end-users.
And FortiManager enables us to batch updates
for groups of devices, rather than updating each
device one at a time. That can save us an entire
day anytime we have a firmware update across

100-plus switches and 100-plus access points.”
Shane Williams
Director of IT, White Family Dealerships

CHALLENGES

White Family Dealerships must take all reasonable measures
to prevent data breaches in order to comply with the Federal
Communications Commission.

BENEFITS
Using Fortinet Secure SD-WAN, White Family Dealerships

consolidated its networking and security functions to
effectively and cost-efficiently protect its retail network across
multiple states, while monitoring and managing them all from
a single location.

ROI
$120,000 annual cost savings, streamlined growth, improved
staff efficiency through centralized security management
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Case Study — FortiManager & FortiGate

viavarejo

“FortiManager has made it easier for us
to manage so many network points in a
more efficient and practical way. Via
Varejo’s IT teams now have the ability to
serve a variety of user needs, including
virtual private network (VPN)
management and using FortiGate

firewalls to segment front-end and back-
end workloads in the cloud, both of
which deliver cost benefits and improve
productivity.”

Marcio Borges
Infrastructure Manager, Via Varejo

CHALLENGES

With an increasingly complex supply chain, Via Varejo needed

to improve how it protects its digital assets for its 47,000
employees, 1,000 physical stores, and 25 distribution centers
and warehouses.

BENEFITS

With the help of Secureway, a local Fortinet partner, Via
Varejo implemented a security-driven networking solution with
FortiGates and FortiManager that has maintained high
performance and security for the entire network even during a
Black Friday rush, as well as in during a separate internal
threat incident.

ROI

Increased speed of connectivity, improved security of customer
data, easier security platform control and management

115



Case Study - FortiManager & SD-WAN

2 paper gg store

“We have significantly more visibility, so
that when we have an issue with a
device that might be connected to a
FortiSwitch, our ability to troubleshoot

that device is greatly enhanced.”

Alex Fuchs
Director of IT, The paper Store

CHALLENGES

The Paper Store sought to consolidate security and
networking functions into fewer appliances in order to save on
wide area networking costs and simplify technology
management for their growing business of nearly 90 stores
across six states.

BENEFITS

Using Fortinet SD-WAN, The Paper Store reduced complexity
and rationalized costs, ensured that network outages do not
affect in-store transaction processing, and enabled faster
deployment of new stores

ROI

Saved 20% on network management costs, greater visibility
and control of security infrastructure, streamlined

management of outages
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Case Study - FortiManager & SD-WAN

2D pfc

“We have approximately 70 firewalls

around the world so one of the key
capabilities that we need is single-pane-
of-glass management providing ease of
use for such a large-scale deployment.

To scale security, we use the Fabric
Management Center to manage all our

FortiGates from a central location.”
Mike Clark
Director of Security, PTC

CHALLENGES

PTC was struggling with a network that lacked performance and
could not support business growth as more and more workloads
were moving to the cloud, and they needed a network that met
both security and performance requirements.

BENEFITS

FortiGate Secure SD-WAN helped minimize latency
throughout the security infrastructure, and Fortinet's NGFWs
offered better security protection. With the integrated solutions
in place, PTC benefits from increased security confidence and
a smooth user experience. To scale security, the company
benefits from the centralized, single-pane-of-glass
management afforded by the Fabric Management Center. This
all leads to better productivity for the company.

ROI
Improvements in network performance, simplified
management facilitating business growth
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Case Study — FortiManager & Fortinet Security Fabric

& cuebiq

“The unified management console gives
us visibility that goes beyond the
boundaries of an individual office and
offers a complete view of the resources
in use beyond one location. This is

certainly a great achievement for us.”

Walter Ferrara
Senior Vice President of Engineering and Security, Cuebiq

CHALLENGES

Cuebig wanted to focus on cloud security for its services,
while also protecting its corporate networks at various global
locations. It specifically wanted to provide security for data

traffic and endpoints used by company employees.

BENEFITS

Fortinet’s Security Fabric gave them high-end, full-coverage
visibility and control over their networks worldwide to increase
security for both customers and employees.

ROI

Scalable technology, established and reliable security,
centralized management with comprehensive visibility across
global offices
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Case Study - FortiManager & FortiGate

o Consolidated

communications

“We were impressed by [FortiManager
and FortiAnalyzer]. We have tens of
thousands of devices online at any given
point in time and | appreciate the control
and visibility we get.”

Aaron Reason
Director of Network Security, Consolidated Communications

CHALLENGES

Following an analysis of escalating cyber threat activities, CClI
decided to further enhance protection of extensive ISP
infrastructure, including safeguarding the company’s branded

email accounts.

BENEFITS

Through rigorous POC tests, Fortinet’s solutions were shown
to have the best performance, functionality, price, and support.

ROI

Enhanced protection for ISP subscribers, seamless integration
of solutions, simplified management
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Case Study — FortiManager & FortiGate

TV2
OST

“Through the Fortinet Security Fabric,
we’ve built a solution that not only meets
our throughput and security
requirements for the foreseeable future,
but which is also far easier to manage
and maintain, allowing us to achieve
more with the same resources as
before.”

Morten Juliussen
Head of IT, TV2 OST

CHALLENGES

TV2 wanted to upgrade their security technology to protect
their complex broadcasting environment while maintaining
simple management that their small team could use to monitor

and control the network with confidence.
BENEFITS

FortiGate NGFWs can differentiate between thousands of

different traffic types and enhance security operations without
compromising throughput or latency. TV2 also upgraded their
Ethernet switches and wireless access points with FortiSwitch
and FortiAP, bringing both wired and wireless network access
under the same centralized management umbrella provided

by FortiManager.
ROI

Increased resilience to advanced cyber threats through
enhanced security processing and traffic segmentation,
simplified management and automated response
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Case Study — FortiManager & FortiGate

“From the management point of view, |
think the most important thing about
Fortinet is how intuitive the software is.
... The Fabric Management Center is
also quite remarkable in that it allows us
to manage everything from one
centralized place.”

Pablo Gémez
Head of IT Department, Coniferal

CHALLENGES

Coniferal needed comprehensive security visibility across the
entire operation, and to easily manage security and network
operations from a central location.

BENEFITS

Fortinet’s solutions improved device-level security, enabled
centralized network and security management, and provided
deeper insight into all aspects of web traffic.

ROI

Achieved scalable connectivity and security that grows with
business needs, freed IT staff to focus on more strategic tasks
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Case Study - FortiManager & SD-WAN

Copa B
Airlines Z

“The FortiGate equipment enabled us to
develop a secure SD-WAN model with a
50% cost savings in national and
metropolitan connectivity. The Fortinet
Secure SD-WAN solution brought us
reliable, redundant, and seamless
connectivity, as well as centralized
management and secure network

traffic.”
Hugo Aquino

Director of Infrastructure Services and Technology Operations,
Copa Airlines

CHALLENGES

Copa Airlines wanted to update its network platform to
develop a secure network and offer dedicated connectivity to
critical business functions.

BENEFITS

Fortinet’s Secure SD-WAN solution allowed Copa Airlines to
save money on communications costs while also providing a
scalable solution that allows the company to not depend on a

single Internet provider.

ROI

50% savings in networking costs, greater control and broader
visibility over network security with simplified management
through a single console

© Fortinet Inc. All Rights Reserved.
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Fortinet Customer Case Study

Challenge

Large European Bank was having difficulty coping with:
Expanding attack surface: cloud, campus, branch
Partialvisibility across the attack surface
tnefficientsecurity infrastructure contributing to high OPEX and capital expenses

Solution Benefits

. Unified policy management and orchestration

. Coordinated security across all enforcement points

. Integrated visibility, fast detection and automated response

. Reduced complexity and increased Operational efficiency

. Readily benefit from FortiGuard Labs real-time intelligence and protection across
all Fortinet Security Fabric deployments
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Multinational Customers Prefer Fortinet Enterprise Security

J.PMorgan

Fortune 500

Global Financial

Consolidation — 24 DCs to 6 to host | c
critical business apps locally
Protect — Tiered segmentation and _
IPS to prevent ransomware e
Simplify operations — single pane, :

upgrades from days to minutes

La2gelst Italian Bank

Scale — Required reliable SD-WAN fabric to
quickly scale to 3K+ locations

Visibility — Proactive network performance
and SLA monitoring

WAN optimization — Eliminate costly
downtime and security breaches

World’s Largest
Multinational Bakery

Consolidation - Single pane
management across SD-WAN, NGFW,
and routing for 800+ locations across 32
countries in Americas, APAC and EMEA.
Agility — Adapt to business needs with
AD integration and Service Now
connectors for enhances customer
experience.
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Fortinet Network Operations Maturity Model

Achieving Operational Efficiency to Support the Business

VALUE

A
TN
° Al OPERATIONS ( )
e
Al and ML FortiAlOps
DIGITAL USER EXPERIENCE
e Performance Monitoring
FortiMonitor
AUTOMATION-DRIVEN OPERATIONS - AND
e Role-based
FortiManager FortiAnalyzer
SIMPLIFIED MANAGEMENT
o ox
Plug and Play :(X’::
FortiGate Cloud FortiLAN Cloud
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Key Differentiators Fortinet Fabric Network Operations

Simplified Network Management
for Every Business

Centrally manage your Fortinet network
infrastructure and security policies with
management console optionsthat support
your business needs from SMB, MSSPs

and Enterprise.

Enhance Network
Operations with Al/ML

Prevent network disruptionsbefore they
happen with Al/ML todetect trends,
patterns, and anomaliespredicting

potential issues and automating
remediation.

Deliver Exceptional
User Experiences

B\
&7

Ensure customers and employees
experience fast and seamless access
to all criticalapplications that run the
business no matter where they

connect from.
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